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Abstract As a prominent attack approach against the

security modules of integrated circuits, fault injection

attacks (FIA) are able to breach the cryptographic prim-

itives by analyzing the intentionally induced compu-

tation errors by adversaries. Parity-based Concurrent

Error Detection (CED) techniques are often deployed

as a countermeasure, owing to their low-overhead. Ad-

vanced linear and non-linear randomized encodings can

be employed for constructing varying CED schemes.

In this paper, we first evaluate the detection ca-

pability of linear parity-protected ciphers implemented

in commercial FPGA, using laser fault injection (LFI)

technique. A single bit linear parity scheme is shown to

be ineffective for error detection, since the LFI can typ-

ically flip multiple bits that are close to each other. On

the other hand, a linear randomized parity scheme, with
multiple bits parity, shows higher detection rates. Fur-

ther, we study existing (randomized) non-linear encoding-

based CED. With practical fault distributions on PRE-

SENT cipher, non-linear randomized codes are exten-

sively tested against fault injection. Although, known
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to have better theoretical detection bounds, non-linear

encodings do not provide much improvements over sim-

ple randomized linear codes.
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1 Introduction

As a key driving factor for modern information technol-

ogy evolution, cryptographic security in critical mod-

ules has gained immense importance, particularly be-

cause of massively distributed mobile telecommunica-

tion services, e-commerce, infrastructural security man-

agement and sensor networks. Confidential data is gath-

ered, transmitted, processed and stored in distributed

hardware devices, making them attractive targets for
deliberate attacks on both software and hardware lay-

ers.

Security goals are typically realized by deploying

modern cryptography in a form of proven algorithms

and protocols. However, bad implementation of these

algorithms and protocols can lead to serious exploits.

Conventional security research mainly focuses on the

cyber layer, whereas hardware layer vulnerabilities are

neglected [27–29, 38]. Physical attacks are a set of ex-

ploits which target poor implementations of cryptogra-

phy to compromise system security. Embedded devices

are particularly vulnerable against attacks directly on

lower level of hardware abstractions, such as power or

EM based Side-Channel Attack (SCA) [2, 20], Hard-

ware Trojan Horses (HTHs) [33], and Fault Injection

Attacks (FIA) [7]. Substantial motivations arise for se-

curing hardware layers, as summarized in the following.

– Embedded intelligent devices in system terminals

are deployed remotely, portably and typically pow-
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ered by batteries, so they are usually constructed us-

ing low-power/low-security devices considering the

overall costs. Especially, the unattended endpoints

are convenient for the adversary to perform close

manipulations.

– Embedded system is basically an evolving concept

that merges new disciplines as its expanded func-

tional parts. Security strategies are hence required

to be consistently upgraded in time. As a matter

of fact, thorough security coverage of all the nodes,

particularly the newly integrated and tiny sensor

endpoints, becomes challenging.

Active physical attacks or fault injection attacks

(FIA) [9], exploit erroneous behavior due to intentional

injection of computation errors. The errors can be in-

jected by disturbing one or several physical parame-

ters including voltage, temperature, clock etc. Hard-

ware Trojans [3,11,32] have been introduced as another

kind of physical attack, by introducing malicious modi-

fications in the circuit hardware. They can be designed

to act passively (leak information) or actively (induce

errors). When errors are successfully injected during the

computation, the error is propagated to the output.

Many techniques have been proposed against the

fault attacks [5,16,23]. Since the embedded devices are

usually restricted by the limited power supply and in-

sufficient computation power in the remote nodes, ex-

pensive countermeasures are often not applicable. To

protect against faults in resource-constrained environ-

ments, the default choice for designers is Concurrent

Error Detection (CED) and correction which stem from

communication theory. CED is widely used by VLSI de-

sign and testing community for applications like mem-

ory testing [34], fault tolerance [12] etc. The simplest

form of CED is parity [13]. It has also been used in

context of fault injection attacks [35]. One of the first

works, dealing with block cipher AES, applied a single

parity on the whole 128-bit block [36]. This was fur-

ther improved by using a single parity bit per byte or

word [25,26]. Moreover, non-linear codes have also been

applied in this context to achieve higher detection cov-

erage [17]. Recently, a system-on-chip architecture was

proposed [37] to detect and prevent a hardware Trojan

insertion. As Trojan can maliciously modify sensitive

data, its impact can be considered similar to fault injec-

tion [10]. Thus, the proposed solution relies on random-

ized linear parity prediction to detect any data modifi-

cation by a malicious Trojan in hardware. Although the

tested implementation deployed linear CED techniques,

it was claimed that randomized non-linear codes can

achieve better detection capabilities.

A successful parity detection against the laser fault

attacks heavily depends on capabilities of the adversary

to trigger even number of faults in the target device.

If the chance of triggering a single fault or odd num-

ber of faults is high, the parity scheme provides accept-

able protections. However, previous works mostly assess

the achieved security from a purely theoretical stand-

point, i.e., the practical implementation situations in

real devices are ignored. In our work, we explore a laser

FIA on FPGA and investigate the probabilities of trig-

gering different number of register bit flips using the

pulse laser, to claim the vulnerabilities of the previ-

ously proposed parity schemes. Furthermore, we pro-

vide insights on different characteristics of linear and

non-linear randomized parity codes under fault injec-

tion attacks. Most importantly, we show that non-linear

randomized parity codes do not perform better than lin-

ear codes. Thus, given the implementation overhead of

these advanced protection codes, the linear codes are a

reasonable choice for designers.

The main contributions of this paper are listed as

follows:

– We performed fault injection attacks using diode

pulse laser against the parity protected lightweight

PRESENT-80 cipher in Xilinx FPGA, which re-

vealed possible fault models and distributions in a

real chip. We used the results to evaluate the de-

tectability of the induced computation errors in the

target parity-enhanced cipher.

– We investigated a variety of encoding solutions: lin-

ear and non-linear randomized parity by simulations

on PRESENT-80 cipher. Based on the fault models

and distributions observed from the practical LFI

experiment, we evaluated the vulnerabilities of the

schemes, and found the most suitable choice regard-

ing both security and cost.

– A series of security strategies are provided, w.r.t.

presented implementation vulnerabilities in hard-

ware scenarios, to mitigate the security pitfalls of

parity-enhanced ciphers.

Paper Structure: Section 2 recalls the technical

background, mainly the simple and the advanced par-

ity protection schemes for block ciphers, and the im-

plementation principles in hardware. Section 3 presents

the chip preparation work and the principle of bypass-

ing a parity-protected cipher. The setup of the experi-

mental platform for performing the laser fault injection

is also described in this section. The practical attack

experiments for characterizing the fault mechanism in

the parity-1 enhanced cipher implemented in Virtex-

5 FPGA are detailed in Section 4. In Section 5, the

simulations of fault analysis against the advanced par-

ity schemes are described and compared, based on the

properties observed from the practical LFI attack. The

conclusions of this paper are drawn in Section 6.
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2 Technical Background

This section recalls background concepts used in the

rest of the paper. It briefly discusses PRESENT block

cipher that was used in our experiments and provides

details on previously introduced concurrent error detec-

tion schemes.

2.1 PRESENT Lightweight Cipher

PRESENT [8] is a widely adopted lightweight block ci-

pher that is suitable for resource-constrained hardware

environments. Structure of PRESENT cipher from al-

gorithmic level is shown in Fig. 1, which is constructed

following the substitution- permutation network (SPN).

Block size of PRESENT is 64 bits and the key size

can be either 80 or 128 bits (denoted by PRESENT-80

and PRESENT-128, respectively). The non-linear Sbox

is 4 bits. The entire encryption/decryption consists of

31 rounds, and the last round key is used as a post-

whitening key. This cipher is a part of the international

standard ISO/IEC 29192-2:2012 [1].

Two fault attack models towards PRESENT-80 have

been described by Bagheri et al. [4]. In the first model,

a single bit fault is required to be injected into the in-

termediate state at the beginning of the last round of

the Sbox layer. In the second model, a fault needs to be

injected into one nibble of the Sbox.

This work explores the possibility of injecting one,

two, three and four bit-flips into slice registers of 65 nm

FPGA, targeting a parity protection scheme. It helps

in evaluating the effectiveness of parity schemes against

an attacker with strong and precise laser equipment.

S-Box
pLayer

ciphertext

addRoundKey

plaintext

S-Box
pLayer

… …

31x

key

Fig. 1: PRESENT cipher algorithmic diagram.

2.2 Parity-based Concurrent Error Detection

Generally, a fault detection capability is achieved at

the expense of either time or space redundancy. In the

case of time redundancy, errors are detected by repeat-

ing the encryption process. No extra logic is required,

but the throughput is reduced to around 50%. Parity

is one of the simplest solutions when it comes to er-

ror detection based on space redundancy. It is heavily

used in communication systems. When implemented in

block ciphers, it can detect abnormalities during en-

/decryption, while allowing efficient implementation,

which makes it a good candidate for small embedded

systems with low computational power. Different par-

ity schemes have been proposed in literature aiming at

covering different fault models, while keeping the cost

low [6,25,26,36].

The parity techniques can be implemented by two

general approaches [14]:

– Parity-1: Only 1 parity bit is required for all the

bits of datapath in each round of the cryptographic

algorithm, e.g., one parity bit checks the errors for

all the bits of the data vector, such as 1-bit parity

for the 128 bits in AES-128 [36].

– Parity-n: n parity bits are employed, and each par-

ity bit is responsible for the error checking of a sin-

gle data block in the cryptographic algorithm, e.g.,

Parity-16 implements 1 parity bit per byte of AES-

128 [25,26].

Nevertheless, both of the above schemes can only de-

tect odd number of faults occurred in the 128 data bits

in Parity-1, or in the data word for Parity-n. In other

words, if even number of faults appears, the schemes

will be compromised. Another scheme, proposed by Kar-

povsky et al. [17] provides wider fault coverage, relying

on a prediction circuit comprised of linear predictor,

linear compressor and cubic function. Despite the uni-

form detection of both odd and even number of faults,

the circuit overhead is too high to be applied in resource

constrained scenarios. Considering the implementation

efficiency and the fact that majority of fault models

aims at single bit-flips, we hereby focus on the Parity-1

scheme in our work, and the conclusions directly apply

to Parity-n as well.

2.3 Parity-1 Detection Scheme

There are several works proposing the usage of parity

for fault detection [19,24,35], showing that despite not

being able to detect more complex fault models, its sim-

plicity still attracts attention. Fig. 2 depicts the parity
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detection scheme proposed in [36], targeting AES. Ac-

tually it is universal to all Secret Key Cryptography

(SKC) constructed by Substitution-Permutation Net-

works (SPNs). The round inputs are denoted as X. The

round key K is added with X to produce Y. The nonlinear

substitution box (Sbox) substitutes Y by Z. The linear

diffusion layer permutes the bits of Z to give U, that

is actually X for the next round. This parity prediction

mainly consists of three computations. For clarity, par-

ity of a bit vector · is denoted as P(·). The computation

then goes as follows:

– In key addition, the round input parity P(X) is

XORed with round key parity P(K) to get P(Y).

– In Sbox, P(Y) is non-linearly changed. Since Sbox in

SPN cipher is fixed and public, the Sbox output par-

ity P(Z) can be precomputed. To check the integrity

of the processed data, the input and output parity

can be combined P(Y)⊕P(Z) and precomputed as

an extension of a standard Sbox.

– The linear diffusion layer simply permutes the bits,

so the parity is not changed in this step.

This process is depicted in Fig. 2.

P (Y )⊕ (P (Y )⊕ P (Z)) = P (Z) = P (out) (1)

If no odd number of errors occurs:

P (out) = P (U). (2)

Otherwise,

P (Y )⊕ (P (Y ∗)⊕ P (Z)) = P (out) 6= P (U), (3)

where P(Y*) represents the error-infected bit vector Y.

Similarly to key addition part,

P (Y ) = P (X)⊕ P (K). (4)

Since P(X) is the P(out) of the previous round, we get:

P (Y ) = P (out)⊕ P (K). (5)

By checking if P(Y) is equal with P (out)⊕P (K), we

can detect the encryption faults caused by the odd num-

ber of errors, in key addition in current round, or errors

in Sbox or linear diffusion layer in previous round.

2.4 Advanced CED Techniques

We further investigate the fault coverage of more ad-

vanced CED techniques. To recall, there are many dif-

ferent types of possible faults that could be injected in

the hardware. To limit the scope of our investigation,

we only consider fault models that are exploitable. The

most commonly used fault model for fault analysis in
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Fig. 2: Parity based concurrent error detection in SPN

block cipher.

the literature is the bit(s)-flip, where one or several bit

values are inverted. It could be formulated as e = x⊕x∗,
where x ∈ Fn

2 is the original data, and x∗ ∈ Fn
2 is the

faulty data. The number of bit flips could be defined as

a Hamming weight-HW (e) (or number of ‘1’s) in the e.

2.4.1 Linear Codes and Non-linear Codes

A linear code of length n, rank k is a linear subspace

C of Fn
2 , and the vectors in C are called codewords. As

a linear subspace over Fn
2 , the code C sometimes could

be represented as the span of basis codewords from the

rows of the generator matrix G, which has a standard

form G = [Ik|A]. This sort of coding is called system-

atic encoding, and it has the original data present in

the codeword. Here, Ik is a square identity matrix with

dimension k, and A is k × (n − k) matrix. Hence, any

codeword y ∈ C can be written as y = xG, where

x ∈ Fk
2 is the message with dimension k.

A parity check matrix H for (n, k)-linear encoding is

a matrix where HyT = 0⇔ ∃x ∈ Fk
2 such that xG = y.

If G is a generating matrix in standard form, then H

can be written as [P |Ir] (called linear systematic code),

where P = AT is a (n−k)×k matrix and Ir is a square

identity matrix with dimension r.

For non-linear codes, we consider the cubic codes

proposed in [18] as well as the inverse code proposed

in [21]. As mentioned earlier, for a linear code, the code-

word y could be rewritten as y = xG = [xI|xA] =

[x|(PxT )T ]. For simplicity, since it is a vector, we could

write it as (x, (Px)). In [18], it is shown that for binary

code, the construction of cubic code is CV = {(x,w)|x ∈
Fk
2 , w = (Px)3 ∈ Fr

2}. In [21], the construction for the

inverse code is CV = {(x,w)|x ∈ Fk
2 , w = (Px)−1 ∈ Fr

2}
instead, with 0−1 = 0.
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2.4.2 Randomized Parity Code

One example of a code is the parity code, defined as

parity of a subset of the vector of length k, i.e., y = a1x1
⊕ · · ·⊕ akxk, where ai ∈ {0, 1}. Here, we have n = k+1.

The (n, k) parity (linear) encoding is then defined as

g : x → y (x ∈ Fk
2 , y ∈ Fn

2 ), where n = k + r, and r is

the number of parity bits.

The construction of randomized parity codes, as de-

fined in [37], is as follows: From the set of all (n, k)-

linear systematic parity codes Rn×k, with all rows and

columns in the parity check matrix being non-zero, we

sample uniformly at random. The code that has been

sampled is called randomized parity code. The random-

ization is done in order to prevent the adversary from

knowing the parity check matrix, while the non-zero

constraint is to prevent the zero function as well as to

ensure that each bit is included in the parity function.

The method used to obtain the randomized parity

code can be described as: Given the dimension k, parity

bit r, output the randomized parity check matrix by

choosing uniformly at random, a parity matrix H. If it

satisfies the construction described earlier, output H,

otherwise repeat and choose another parity matrix.

Fig. 3 shows a system, proposed recently by Wu et

al. [37], which is claimed to be robust against hardware

Trojans. For every internal component in the system,

the logic, memory and the communication architecture,

the corresponding CED techniques are elaborated. In

this work, we particularly focus on the randomized par-

ity encoding technique that was proposed to be part

of the memory and communication architecture (bus)

protection. In Fig. 4, it is shown how to perform the

selection of the bits for randomized parity [37]. It was

argued that the detection rate could be higher if non-

linear code is used at the expense of additional area.

For non-linear randomized code, the parity matrix H is

chosen similarly, following the construction of random-

ized parity code described earlier. However, the parity

matrices are based on non-linear construction instead.

From the algorithmic point of view, the parity scheme

can be implemented across different bits. In this case,

the parity can be calculated on either 128, 64, 32, 16,

8 or 4 bits data. As shown in the experiments later,

we implemented the parity computation over 32 bits

(for AES, adjusted to the MixColumn) and 16 bits (for

PRESENT, adjusted to the pLayer). One consideration

is that, for smaller bit size, it might improve the detec-

tion rate in case of a localized fault. However, in this

case, the area required to store the parity bits increases

as well. For example, depending on the architecture, it

will require additional register(s) or memory to store

the additional parity bits (since the parity scheme is

Chip	1	 Chip	2	

Randomized	
Parity	 Previous	

Check	Bits	

Primary	Outputs	

Output		
Check	Bits	

Outputs	

Check	Bits	

Randomized	
Parity	

Input		
Check	Bits	

Primary	Inputs	

Previous	
Check	Bits	

=
=	

LFSR	

Error	

Fig. 3: Hardware Trojan detection based on randomized

parity codes proposed in [37].

Fig. 4: Bit selection for randomized parity [37].

covering fewer bits, more parity bits are required to

handle the data). Moreover, for the randomized parity,

it requires randomness to select each individual parity

check matrix, and thus, adds additional cost in terms

of random number generation.

3 Chip Preparation and Profiling

3.1 Precision Necessity for Disrupting Parity Check

When it comes to practical fault attacks, one of the

most precise techniques is the laser fault injection. This

technique was traditionally used for failure analysis and

was introduced for disturbing cryptographic circuits by

Skorobogatov et al. in [31]. The laser impact on cir-

cuit can either be a bit-set/bit-reset, or it can introduce

a delay in the signal propagation in routings to cause

set-up time violation [30]. Due to requirements of most

cryptographic fault models, bit-flips should be precisely

injected in the desired bit(s) at the specific computa-

tion point. The power supply and clock disturbances

normally cause unpredictable multiple faults over the

entire affected logic network. Hence, laser-induced fault

attacks provide the option with the most precise con-

trollability.

To successfully perform a laser fault injection, fol-

lowing parameters need to be determined: (1) the in-
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tensity and duration of the laser pulse; (2) the time

delay from the trigger to laser activation (i.e. propaga-

tion delay); (3) the location where the interesting logics

are deployed on the chip; (4) the penetration depth of

the laser source and the effective laser spot size. In our

work, a Xilinx Virtex-5 FPGA is selected as the im-

plementation device for the parity protected cryptog-

raphy. The generic structure of Xilinx FPGA mainly

consists of an array of fundamental logic cells, called

Configurable Logic Blocks (CLBs). In each CLB, there

are two slices. Each slice contains 4 Look-Up-Tables

(LUTs), multiplexers and flip-flops. In the implementa-

tion, 4 flip-flops in each slice can be configured as 4-bit

registers, to store a nibble of round computation. Since

4 flip-flops are pre-fabricated into a single slice, the ac-

tual distances between them are extremely small, typi-

cally within several hundreds nm in 65 nm devices. To

avoid the change in detection parity, adversaries need

to upset either 2 or 4 bits simultaneously, for an odd-bit

parity detection scheme.

3.2 Experiment Setup

The laser setup for our work is shown in Fig. 5. The em-

bedded device is emulated by a Xilinx Virtex-5 FPGA

in 65 nm technology with a flip-chip package. Since the

substrate of the die inside the package is placed upside,

the chip can be preprocessed by a mechanical solution

for reducing the substrate thickness, in our case from

≈ 300 µm to ≈ 100 µm. Note that a thinner residual

substrate leads to easier laser penetration, but it in-

creases the risk of destroying logic resources or routing

channels on the chip. The laser utilized is a 20 W diode

pulse laser with 5× magnification lens (reducing the

effective maximum power to 10 W). The wavelength is

1064 nm and the spot size of the laser beam is ≈ 60×14

µm2. It is emphasized that only the very central part

(≈ 1/10) of the beam spot is effective mainly because

of the laser refraction and energy absorption through

the substrate. A PRESENT-80 coprocessor, enhanced

with parity based error detection scheme (see Fig. 6),

is implemented inside the FPGA. We compare the ci-

pher output immediately after the key addition layer,

together with the corresponding parity P(Y). The area

overhead of the parity protected Sbox (prime target of

the study) is shown in Table. 1.

The test platform is set up over a laser station, with

a 3D motorized stage for high-precision chip scanning.

Positioning step is 0.05µm. The system is driven by a

control software on the PC for performing the laser per-

turbation, operating the chip scan and recording the ci-

pher output. By scanning the PRESENT-implemented

region in FPGA and observing the faulty outputs, we

Table 1: Area overhead of parity protected Sbox.

Sbox LUT Flip-Flops

Unprotected 64 64
Parity-1 Protected 78 65

Overhead 21.75% 1.5%

Fig. 5: Laser fault injection platform.

pLayer
Sbox 0

Sbox 15registers

64 bit

64 bit

64 bit

 

64 bit

round 
controller

ciphertext

plaintext

round keys

laser impact location

  
 

 

 

 

( ) )

( )

Fig. 6: A PRESENT-80 lightweight cipher implemented

with parity base error detection scheme.

have successfully located the position of the slice where

the 4 flip-flops of the least significant nibble of the 64

bit data block of PRESENT-80 reside.

4 Characterization of Laser Bit-Flips on

Parity-1 CED Scheme

4.1 Laser Fault Injection in FPGA Slice

We conducted a laser scan in the slice region where reg-

isters of bit 0, 1, 2, 3 are situated (the least significant

nibble of the 64 bit data block). The purpose was to

check the possibility of disturbing specific register bits

in a nibble after the addRoundKey operation, as seen in
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Fig. 6. Without loss of generality, we have targeted the

last round of the cipher, with the results stated below.

Register area sensitive to faults is ≈ 16×7 µm2 large.

This is actually the exact location where the FPGA

slice is placed, as can be seen in Fig. 7 from the FPGA

editor view. We used the full laser power available for

such lens type (10 W), with a variable glitch length

between 250− 300ns.

bit3

slice bit2

bit1

bit0

slice
scan region

switch-box

Fig. 7: A slice targeted for the laser scan, where the

least significant nibble (bit{0-3}) of PRESENT-80 is

placed.

The result from attacking the last round is shown

in Fig. 8. Totally, 4947 faults have been recorded out

of 12,000 scanned points. As can be seen in the plot,

majority of faults are 4-bit flips (i.e., the fault mask is

1111, as represented by blue spots in Fig. 8), resulting
to unchanged parity. The % of each faulty mask from all

the faults are given in Table. 2. Note that the we are tar-

geting the least significant nibble, i.e., {bit0, bit1, bit2,

bit3}, however the scan also reached the neighboring

slice where 2nd last nibble {bit4, bit5, bit6, bit7} re-

sides (rightmost spots in Fig. 8). The experiments were

performed using coarse-grained scan of the FPGA slice.

In total, 99.293% (1111:99.212% + 0101:0.081%) of

all the faults are even bit flips in the target nibble,

therefore the parity would stay unchanged with a high

probability, but the ciphertext would be faulty. In this

experiments, the attacker would be able to mount a

fault attack with either 2-bit or 4-bit fault model, using

a selected subset of the faulty outputs. Given a precise

laser navigation to a desired slice, the attack could ex-

clusively trigger the useful faulty outputs for specific

fault models. Due to the nature of the scan, single bit

flip was triggered with an extremely low probability of

0.1%. However, this attacker model is suitable for at-

tacking the Parity-1 CED scheme.

Fa u lt  P lo t

1100 1111 Changed Parity Neighbouring CLB

11,086 11,088 11,090 11,092 11,094 11,096 11,098 11,100 11,102 11,104
X (µm )

5778.0

5778.5

5779.0

5779.5

5780.0

5780.5

5781.0

5781.5

5782.0

5782.5

5783.0

5783.5

5784.0

5784.5

5785.0

5785.5

Y 
(µ

m
)

other 1111 parity changed neighboring slice

Fig. 8: Area plot showing laser-induced faults during

the last addRoundKey operation.

Table 2: Faulty mask and appearance % for the register

nibble of the last round fault perturbation.

nibble of ‘target’ slice: {bit0, bit1, bit2, bit3}

mask 0001 0010 0011 0100 0101 0110 0111 1000
% 0.101 0 0 0 0.081 0 0.081 0

mask 1001 1010 1011 1100 1101 1110 1111 0000
% 0 0 0 0 0 0 99.212 ×

nibble of ‘neighboring’ slice: {bit4, bit5, bit6, bit7}
mask 0001 0010 0011 0100 0101 0110 0111 1000
% 0 0.020 0 0 0 0 0 0

mask 1001 1010 1011 1100 1101 1110 1111 0000
% 0 0.505 0 0 0 0 0 ×

As a more permanent and dependable solution, com-

plex codes are a fair alternative. The CED can be made

robust by varying different parameters. For instance,

one can choose a longer code which is still linear in

construction, like parity, to have better detection rate

but still low implementation overhead. On the other

hand, non-linear codes are more complex in construc-

tion and thus have high implementation footprint, but

they are believed to be more robust. Another solution

is to use randomization with codes to limit the fault

injection capability of the attacker. All these advanced

CED techniques are discussed and analysed in detail in

the rest of the paper.

5 Attack Simulation on Advanced CED

Techniques

Based on the prior experimental analysis on the sim-

ple CED implementation, we discuss their behavior un-

der fault injection of the advanced CED schemes. It

describes the precise attacker model, the methodology

deployed to simulate fault injection and the observed

results.
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Table 3: Experimental results from the FPGA slice scan

targeting four round registers of PRESENT-80.

Fault model % of faults
1-bit flip 57.25
2-bit flip 24.17
3-bit flip 15.19
4-bit flip 3.45

5.1 Attack Model

As previously discussed, fault injection attacks aim at

injecting computation errors in the cipher execution.

These errors, in general, follow a specific fault model

which depends on the injection techniques, injection pa-

rameters and underlying target. Fault injection with the

given model can be practically injected or simulated.

Practical fault injection would represent non-uniformly

distributed small subset of the simulations, preventing

comprehension of overall trend. In contrast, simulation

covers different fault scenarios, which could highlight

the general trend, however, in case of practical setting,

this might overestimate the trend, since most of the

faults tend to be biased towards specific model. Thus,

a combination of simulation and practical evaluation

usually has to be considered for validation purposes.

5.2 Fine-Graned Slice Scan

In order to operate on real-world values in our simu-

lations, we have performed a fine-grained scan of an

FPGA slice. Unlike the scan from the previous section,

which focused on providing the optimal result for break-

ing the even parity scheme, the scan in this section fo-

cused on targeting the whole slice area. The step size in

this case was 0.5 µm and the glitch length was fixed to

282 ns. By this methodology, we could target specific

registers and obtain single bit-flips. Such scan provided

us with more appropriate results for evaluating the ad-

vanced parity schemes. Detailed results of this scan are

stated in [15].

For profiling purposes, we have implemented block

cipher PRESENT-80, where 4 of the total 64 round

registers reside in the target slice. Out of 10,000 exper-

iments, we received 3,918 faulty encryptions that were

caused by flipping one or more bits in the registers.

Percentages representing each bit-flip fault model are

stated in Tab. 3.

5.3 Simulation Methodology

Simulations were performed in Matlab, based on bit

flip faults from Tab. 3. We varied the number of bit

flips from 1 to n, where n is the data bit-width.

A multiple bit-flip fault was injected by perform-

ing a modulo-2 addition between the input x and a

chosen fault mask m of the same bit-width. For small

bit-width n ≤ 8, combinations of x and m were chosen

exhaustively. For bigger n, both x and m were chosen

randomly from two independent uniformly distributed

data for a representative number of scenarios. There-

after, the detection rates were captured and plotted as

shown in the following.

We simulated the case for the randomized encoding,

based on the construction described in [37]. The length

of message was 120 bits and the parity bits were var-

ied from 3 bits to 8 bits. We run repeated experiments

(100, 000×) with randomly selected message, and for

each, we randomly select the parity check matrix for the

randomized encoding. As shown in Fig. 9(a), (c), the

linear (x, p(x)) and inverse (x, p(x)−1) encodings per-

form similarly. For cubic (x, p(x)3) encoding (Fig. 9(b)),

the detection probability for even parity (r=4,6,8) is

lower for small number of errors, which gradually im-

proves when the number of bit-flips increases. For even

parity (r = 2q), the cubic power mapping is not bijec-

tive. As the number of elements which is cube can be

calculated by 2r−1
gcd(3,2r−1) , for even r, 3|2r− 1, and thus,

for lower number of error bits, the faulty predicted and

calculated parity could have a collision, and thus the

fault is undetected. As the number of erroneous bits

increases, the fault could affect the parity bit as well

which allow the detection. In general, it can be con-

cluded that if the designer has the liberty to use multi-

ple parity bits (r ≥ 5), the performance of randomized

encoding with linear or non-linear code is equivalent.

For lower parity bits (r ≤ 4), inverse stays similar to

linear, while cubic can only outperform linear at a high

number of bit-flips. In general, the detection is similar

across different encoding schemes. This might be at-

tributed to collisions due to the length of parity map-

ping. With longer parity, the effect of the collision could

be reduced. However, considering the implementation

perspective, it is common knowledge that non-linear

encoding (cube or inverse) can be much more resource-

consuming compared to basic linear encoding [34].

To improve the detection rate, authors in [37] sug-

gest to introduce a memory effect. Memory effect means

that instead of dealing with codewords individually, the

current or ith codeword is computed as a combination

of all (i − 1)th codewords. With the memory effect, it

becomes difficult for the attacker to manipulate several
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stages, thus improving the detection rate in practice.

The simulation results for this scenario are shown in

Fig. 9(d), (e), (f). The detection probability was im-

proved even for smaller codewords (r = 3, 4). Moreover,

all the parity encodings perform similar, supporting the

linear encoding under implementation cost considera-

tion.

5.3.1 Application to PRESENT Cipher

We applied the randomized encoding on PRESENT

block cipher. As described earlier, the fault could be

injected at any time, starting from the beginning of the

round, so we simulated the fault propagation during

one round of a complete PRESENT. Since a PRESENT

round could be divided into 4 groups of 4 nibbles (based

on the properties of the Sbox and pLayer operations),

we considered 16 bits input and output. The parity bits

r were varied from 2 to 8, under the memory effect, and

r = 1 was ignored as it would be just a standard par-

ity bit, for linear and non-linear encoding. The fault

is then injected during round computation. The par-

ity computed over the faulty output is computed and

compared against the parity of the expected output. A

match results in detection failure.

Based on the simulation results, as shown in Fig. 10,

we can see that the fault detection rate for different en-

coding schemes is similar to each other. Note that in

our experiments, for longer message bit length, it was

not possible to simulate all potential fault masks in a

reasonable time. Hence, rather than exhaustive simula-

tions, we carried the simulations until the error became

negligible.

5.4 Validation on PRESENT

Further investigation were done on full PRESENT, based

on the previously charaterized fault model. As previ-

ously shown, a fine grain scan of the DUT allowed us

to achieve fault models shown in Tab. 3. We consider a

full round of PRESENT, computing 64-bits in parallel.

The experiments were conducted using different parity

lengths (4, 8 and 16 bits parity). The fault caused 1 -

4 bit flips on a single nibble, randomly chosen from the

16 nibbles. The experiments were repeated 100, 000×.

In Tab. 4, we show the detection accuracy of random

bit-flip faults in a nibble for different parity schemes. It

can be observed that the accuracy for inverse function is

similar to the linear encoding, and the cube function is

performing worse than the others. In general, for 8-bit

parity or longer, the accuracy of the achieved detection

is greater than 98%. Given that the detection capability

of randomized non-linear codes was no better than the

linear counterpart (Tab. 4), we did not proceed with a

real implementation. It is known that implementation

overhead of non-linear codes is significantly higher than

linear codes, with similar detection capabilities. There-

fore, linear codes stand as an obvious choice.

Table 4: Detection accuracy of different randomized

parity schemes (%)

Linear randomized parity
Parity/No. error 1 2 3 4

r = 4 93.79 95.76 96.45 97.04
r = 8 99.62 99.75 99.76 99.82
r = 16 100.00 100.00 100.00 100.00

Cube randomized parity
Parity/No. error 1 2 3 4

r = 4 82.40 83.76 84.54 84.46
r = 8 98.81 99.07 99.09 98.95
r = 16 100.00 100.00 100.00 99.98

Inverse randomized parity
Parity/No. error 1 2 3 4

r = 4 93.57 95.61 96.02 96.40
r = 8 99.61 99.72 99.82 99.84
r = 16 99.99 100.00 100.00 100.00

5.5 Discussion on Mitigation Solutions

Considering good design practices, even parity is an ob-

vious solution. However, it does not eradicate the prob-

lem, only shifts the issue to different parameters like

choice of fault injection technique or injection strength,

etc. In the parity implementation in FPGA, a single

slice was targeted for the evaluation, where 4 registers

were used as the round registers in the PRESENT-80

data-path. This does not incur any loss of generality

since commercial placement and routing tools deploy

the bits of the same bit-vector close to each other, which

is true for both ASIC and FPGA. This is owing to the

requirement of area and timing optimizations in the late

design phases. In our case, we noticed the 4 bits of a

bit vector to be always located in the same slice. As a

matter of fact, multiple bit flipping in registers or sim-

ilar logics by a single laser injection is practical for the

commercial chips [15].

Our experimental results show that flipping an even

number of bits using a single laser injection can be done

easily. Fault models based on this result also exist, such

as the nibble fault model described in [4]. To circum-

vent these security vulnerabilities, a special attention

should be paid during the implementation. It is highly

recommended to carefully investigate the multiple bit-

fault models against a specific cipher, and swap the
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Fig. 9: Evaluation of randomized encodings: Linear vs Non-Linear. (a)-linear, (b)-cubic, (c)-inverse without memory

effect, while (d), (e), (f) with implemented memory effect.
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Fig. 10: Evaluation of PRESENT operations

unrelated bits of nibbles into different slices or deploy

them far from each other during the placement phase

of the FPGA or ASIC implementation.

The simulation of advanced (linear, non-linear, and

randomized parity) schemes also shows vulnerabilities

based on the attack result. Since the observations may

differ significantly under different attack scenarios, it

is necessary to thoroughly investigate the implemented

devices and the possible attack vectors for choosing the

adequate parity scheme and the implementation tactics.

Moreover, our experimental results were obtained

by using a relatively budget-friendly laser station. As

some other works show (e.g. [22]), by using more ad-

vanced setups, such as Hamamatsu PHEMOS-1000, the

precision of the faults can be further improved.

6 Conclusions

Fault injection attacks have been widely studied in re-

cent years due to the severe threats against the security-

critical circuit systems. As a typical intrinsic counter-

measure against fault injections, parity concurrent er-

ror detection (CED) is often utilized for detecting faults

in hardware [37]. Parity bit(s) basically flag the alarm

once the number of flipped bits is satisfied depending on

the used parity scheme. Generally, basic and random-

ized (linear and non-linear) encodings can be employed

for constructing varying parity solutions.

In this paper, we thoroughly studied the fault mech-

anism of circuit logic elements in FPGA environment,

and performed a practical laser fault injection into a
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single bit CED-protected block cipher in Xilinx Virtex-

5 FPGA. Experimental results show a probability of

99.293% for flipping an even number of data bits by a

single laser injection, which cannot be detected by the

implemented countermeasure that exclusively detects

odd number of faults, indicating the limitation of the

approach. We then investigated the detection probabil-

ity of randomized parity-protected cipher, comparing

the linear and non-linear codes, based on experimen-

tal assumptions from previous tests. The results show

that, unlike previously hypothesised, a non-linear ran-

domized parity codes do not perform better than lin-

ear randomized parity codes, even with higher resource

and performance overhead. Considering both the se-

curity and cost, linear randomized parity code is rec-

ommended as the applied parity protection strategy

against fault injection attacks. Based on the experimen-

tal results we observed, we proposed implementation

strategies that help to increase the fault detection effi-

ciency.

In the future work, we plan to investigate the resis-

tance of Error-Correcting Code (ECC) memories against

the practical laser fault attack in an off-the-shelf server

computer.
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