Machine Learning Assisted Differential
Distinguishers For Lightweight Ciphers
Anubhab Baksi∗ , Jakub Breier† , Yi Chen‡ , Xiaoyang Dong‡
∗ Nanyang

Technological University, Singapore

anubhab001@e.ntu.edu.sg
† Silicon

Austria Labs, TU-Graz SAL DES Lab, Austria
Graz University of Technology, Austria
jbreier@jbreier.com

‡ Tsinghua

University, Beijing, PR China

chenyi19@mails.tsinghua.edu.cn, xiaoyangdong@tsinghua.edu.cn

Although ML techniques have been used against legacy
ciphers, like the Enigma (the German cipher used during second
world war) [8], it was not until the work by Gohr [9] at
CRYPTO’19 that this line of research finally got its exposure.
The idea here is applied to key recovery attacks on roundreduced SPECK using ML.
This work focuses on extending the commonly used model
of differential distinguisher by using ML techniques. In the case
of differential distinguisher, the attacker Eve XORs a chosen
input difference δ to the input of the state of the (reduced
round) cipher and watches for a particular output difference
∆, with randomly chosen inputs. If the (δ, ∆) pair occurs
with a probability significantly higher for the (reduced round)
cipher than what it should be for a random case, the (reduced
round) cipher can be distinguished from the random case. This
probability distribution of δ → ∆ is modeled by differential
branch number [10] or by automated tools like Mixed Integer
Linear Programming (MILP) [11]. We extend the modeling
for differential distinguisher by incorporating machine learning
algorithms.
We argue that the usual modeling with branch number or
MILP underestimates attacker’s power. Having collected the
output differences for the chosen input differences, the attacker
can use any technique to distinguish the cipher from the random
I. I NTRODUCTION
case. In such a situation, machine learning based techniques can
Machine Learning (ML) tools have made a great progress reduce the search complexity estimated by existing methods.
in the last decades. At present, these techniques are widely In fact, we observe that ML can reduce the search complexity
used in various fields, such as computer vision [1], machine to the cube root of the previously estimated bound.
translation [2], [3], autonomous driving [4], to name a few. In
Detailed discussion of machine learning is out of scope of
the aspect of cryptography however, usage of ML is mainly this work, interested readers may refer to standard textbooks
confined in the context of side channel analysis, such as [5], such as [12] for the same. We use TensorFlow1 back-end
[6], to the best of our knowledge.
with Keras2 API. The optimizer function is based on Adam
Therefore, the applicability of ML techniques in classical algorithm [13].
cryptanalysis is not much explored. It seems the community
is rather skeptical regarding this approach. For example, the Our Contributions
In this work, we construct machine learning models to simuauthors of [7] comment, “Neural networks are generally not
meant to be great at cryptography. Famously, the simplest late the all-in-one differentials from [14]. We consider the classi$
neural networks cannot even compute XOR, which is basic to cal distinguisher game: Given ORACLE ←
{CIPHER, RANDOM},
many cryptographic algorithms”.

Abstract—At CRYPTO 2019, Gohr first introduces the deep
learning based cryptanalysis on round-reduced SPECK. Using a
deep residual network, Gohr trains several neural network based
distinguishers on 8-round SPECK-32/64. The analysis follows an
‘all-in-one’ differential cryptanalysis approach, which considers
all the output differences effect under the same input difference.
Usually, the all-in-one differential cryptanalysis is more effective compared to the one using only one single differential
trail. However, when the cipher is non-Markov or its block size
is large, it is usually very hard to fully compute. Inspired by
Gohr’s work, we try to simulate the all-in-one differentials for
non-Markov ciphers through machine learning.
Our idea here is to reduce a distinguishing problem to a
classification problem, so that it can be efficiently managed
by machine learning. As a proof of concept, we show several
distinguishers for four high profile ciphers, each of which
works with trivial complexity. In particular, we show differential
distinguishers for 8-round Gimli-Hash, Gimli-Cipher and GimliPermutation; 3-round Ascon-Permutation; 10-round Knot-256
permutation and 12-round Knot-512 permutation; and 4-round
Chaskey-Permutation. Finally, we explore more on choosing an
efficient machine learning model and observe that only a three
layer neural network can be used. Our analysis shows the
attacker is able to reduce the complexity of finding distinguishers
by using machine learning techniques.
Index Terms—gimli, ascon, knot, chaskey, distinguisher, machine learning, differential

1 https://www.tensorflow.org/

An extended version of this paper can be found at [25].

2 https://keras.io/

• Generality and practicality. It is to be mentioned that
our ML assisted model is generic in nature and can be
adopted to any symmetric key setting. All the results
presented are practical and can be carried out in around
an hour on a modern computer.
• Compatibility with differential distinguisher. We would
like to point out that we use the same attack model as
that of the pre-existing differential distinguisher. The only
distinction is made during the analysis, as ours is done
by machine learning (instead of the branch number or
automated tools like MILP). We do not fix any output
difference a priori, instead all the differentials are fed to
the ML.
• Effect of truncation. The results (Section III-A) for
GIMLI-HASH and GIMLI-CIPHER are with truncated
versions of the state, whereas the results for GIMLIPERMUTATION (Section IV) are with the full state.
Moreover, we argue that the truncation of the state does
not fall outside the perceived model. Having collected
the differentials, the attacker can employ any method
(including truncating a part) based on the attacker’s
preference for analysis. This is also noted (with an
example) in [20].
• Extensibility. The results presented in our work do not
constitute the theoretical upper bound for the ML assisted
distinguishers. By using a more sophisticated ML model
and/or more training/testing data, it is likely that one can
cover more rounds4 .

the attacker is to identify whether ORACLE = CIPHER with
probability significantly > 12 and with sufficiently small number
of queries.
The core of our analysis lies in the actual problem of
distinguishing the CIPHER from RANDOM into a classification
problem. For this purpose, we propose two models (details are
given in Section II). We choose the most common ML tool,
Multi-Layer Perceptron (MLP) as a starting point (we have
also tested with other ML tools, as described in Section IV).
As for transforming the differential distinguisher to a
classification problem, we propose two models here. We apply
the first model (described in Section II-A) to round-reduced
GIMLI [15], ASCON [16] and KNOT [17]. All of the ciphers
are the 2nd round candidates in the ongoing NIST Lightweight
Cryptography (LWC) competition3 . Further, we also show the
effectiveness of the second model (described in Section II-B)
over the lightweight MAC CHASKEY [18].
Results are described in Section III and Section IV, which
can be summarized as follows:
• For GIMLI, we obtain 8-round practical distinguishers on
GIMLI-HASH and GIMLI-CIPHER in nonce respecting
case in Section III-A. The distinguishing complexity is
217.6 offline data to train the model and 214.3 online data
to distinguish the cipher. Note that the authors of GIMLI
[15] proved that the optimal 8-round differential trail is
with probability of 2−52 . If we use this trail to distinguish
8-round GIMLI, we need at least 252 online data. Thus, we
are able to perform a differential distinguisher in around
cube root complexity.
• For the ciphers, ASCON [16] and KNOT [17], we show
practical distinguishers for reduced round versions of
the underlying permutations in Section III-B. For the
320-bit ASCON-PERMUTATION, we show two separate
distinguishers that work until 3-rounds with 219 training
data. For the 256-bit permutation of KNOT (KNOT-256),
we show distinguishers for up to 10 rounds; and for the
512-bit permutation (KNOT-512), we show the same for
up to 12-rounds. All results on KNOT are obtained with
219 training data.
• For CHASKEY [18], [19], we present our results in
Section III-C. With trivial training/testing complexity (223
for training and 214.3 for testing), we show the existence of
a 4-round distinguisher. This contradicts the authors’ claim
that no 4-round differential distinguisher of complexity
237 searches exists.
In Section IV, we discuss effects of choosing different
neural network architectures with respect to 8-round GIMLIPERMUTATION as the target cipher. We show that even a
shallow three layer neural network works well for our purpose.
We also report few differential distinguishers for 8-round
GIMLI-PERMUTATION in the process.

II. M ACHINE L EARNING BASED D ISTINGUISHERS
A. Model 1: Multiple Input Differences
Under this model, the attacker chooses t (≥ 2) input
differences δ0 , δ1 , . . . , δt−1 . In the training (offline) phase,
the attacker tries to learn whether there is any pattern in the
CIPHER outputs that the machine learning tool is capable of
finding. To test that, Eve creates t differentials with those input
differences and feeds all the data to the machine learning. If
the accuracy (a) of ML training is higher than what it should
be for random data (i.e., 1t ), the attacker is able extract pattern
from the CIPHER outputs and proceeds to the online phase.
Otherwise (if the training accuracy is 1t ), she aborts.
During the testing (online) phase, the attacker would check
if the sequence of classes predicted by the already-trained
machine learning model matches the expected sequence (in
which she has queried the ORACLE) with the same probability
as training. Since she queries in a specific sequence to the
ORACLE, the classes predicted by the machine learning would
follow the specific sequence with the same probability as
training if ORACLE = CIPHER; or would be arbitrary if
ORACLE = RANDOM. Since the ORACLE can only choose
between CIPHER and RANDOM, the machine learning produced sequence (of predicted classes) would either match the
attacker’s pre-perceived sequence with the same probability as

With regard to our analysis, we emphasize on the following
points:

4 New functionalities like higher order differential or key recovery can be
incorporated too.

3 https://csrc.nist.gov/projects/lightweight-cryptography
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she has observed during training (> 1t ); or that sequence would
be arbitrary and hence would match the attacker’s pre-perceived
sequence with probability 1t . Therefore, if the accuracy of
predicting the classes (a0 ) is same as a, we infer the chosen
ORACLE = CIPHER. On the other hand, if a0 = 1t , we conclude
ORACLE = RANDOM. A top-level description of the model is
given in Algorithm 1.

2) GIMLI-CIPHER.: For GIMLI-CIPHER, we assume
there is only one associated data block, so at least 2 GIMLI
permutations (48 rounds) are involved until the first output of
the ciphertext block. Of 48 rounds, here we take the reduced
version, namely up to 8 rounds to show our distinsguisher.
For the data collection, we generate uniformly distributed 256bit keys and 128-bit nonce pairs with difference 1 in the
4th byte (as δ0 ) or 12th byte (as δ1 ) of the nonces (similar
to GIMLI-HASH). We set the associated data and the first
message block m0 to be zero. Then compute the ciphertext c0
and the differences of it.

B. Model 2: One Input Difference
While the first model (described earlier in Section II-A) can
work with an arbitrary number of input differences, t ≥ 2, here
we propose a different model that can work with only one
input difference. A top-level view can be found in Algorithm
2. As it can be seen, this model actually converts one input
difference to a problem of classification with two classes. The
case for ORACLE = RANDOM would result in training accuracy
of 12 .

TABLE II: Accuracy of ML training on round-reduced GIMLIHASH and GIMLI-CIPHER
Rounds
6
7
8

Accuracy
GIMLI-HASH
GIMLI-CIPHER
0.9689
0.9528
0.7229
0.6340
0.5219
0.5099

III. R ESULTS ON ROUND -R EDUCED C IPHERS
A. GIMLI (Model 1)

B. ASCON and KNOT (Model 1)

Using a SAT/SMT-based approach, the authors of GIMLI
present the optimal differential trails up to 8 rounds [15],
which are given in Table I. If we use the optimal 8-round
differential trail to distinguish GIMLI-PERMUTATION, we
need more than 252 input pairs. Now, based on the ML assisted
model presented in Section II-A (the first model), we present
differential distinguishers till 8 rounds of GIMLI-HASH and
GIMLI-CIPHER, each with training data of 217.6 samples
(and testing data of size 214.3 samples). In both the cases, we
choose only two input differences, so t = 2. A summary of
results can be found in Table II.

To show genericness of our methodology, here we present
differential distinguishers on ASCON5 [16] and KNOT [17],
using the first model (Section II-A) for this purpose.
ASCON-PERMUTATION works with 320-bit state; and we
only take 256 and 512-bit versions of KNOT-PERMUTATION.
Our results show existence of differential distinguishers for
up to 3 rounds of ASCON-PERMUTATION; up to 10 rounds
of KNOT-256, and up to 12 rounds KNOT-512 with trivial
complexity. Table III shows results for ASCON with 1–3
reduced rounds. Here, we XOR a mask value to the 64-bit
register x0 to get δ0 , and XOR the same mask value to the
TABLE I: Optimal differential trails for the round-reduced GIMLI- register x1 to get δ1 . The results with the mask value 1000
PERMUTATION
are presented in Table III(a), and the same for the mask value
Rounds
1
2
3
4
5
6
7
8
10001 are presented in Table III(b). For both the variants of
Weight
0
0
2
6
12
22
36
52
KNOT, the mask value 1 is XORed to the 0th and 1st bytes of the
state to generate the input differences, respectively. Similarly,
We use the same MLP network for distinguishing 8-round
Table IV shows the results for KNOT-PERMUTATION. In
GIMLI-HASH and GIMLI-CIPHER. The network has 5 mid- particular, Table IV(a) shows the results for KNOT-256 with 6–
dle layers with numbers of neurons as (296, 258, 207, 112, 160). 10 reduced rounds, and Table IV(b) shows that of KNOT-512
The activation function is ReLU, and the number of epochs is with 8–12 reduced rounds.
set to 20. We observe that our ML model is able to train the
The size of neurons for the middle layers of the MLP used for
data collected with accuracy > 0.5 till 8-rounds (the accuracy ASCON and KNOT-256 is (128, 1024, 1024, 1024), and for
drops to 0.5 from 9 rounds onward) for both GIMLI-HASH KNOT-512 it is (256, 1024, 1024, 1024). Activation function
and GIMLI-CIPHER.
in the hidden layers is taken as ReLU. Training is run for 20
1) GIMLI-HASH.: For GIMLI-HASH, we focus on the epochs with 219 training data (validation is done with testing
processes of absorbing the last block of message M and data of equal size) samples in all the cases.
squeezing the first 128-bit hash value h. Suppose the full
message M is just 127 bytes (denote the ith byte as M [i]), then C. CHASKEY (Model 2)
after padded with a zero byte, the 128-bit block is absorbed
Using the Lipmaa-Moriai formula, the authors of CHASKEY
into the sponge function. We generate the training data by present some differential trails up to 8 rounds [18], which are
flipping the least significant bit of byte M [4] and M [12]. In given in Table V. Using the notion of pre-existing all-in-one
other words, we process the message pairs with difference 1 differential, if we use the 4-round differential trail to distinguish
in the 4th byte (as δ0 ) and 12th byte (as δ1 ). Then we compute CHASKEY, we need at least 237 input pairs.
the first 128-bit hash values pairs accordingly and collect the
5 We denote the latest version, ASCONv1.2, as ASCON for simplicity.
difference of hash values as training samples.
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Algorithm 1: Model 1 (multiple input differences) for differential distinguisher with machine learning
1: procedure O NLINE PHASE (Testing)
1: procedure O FFLINE PHASE (Training)
T D0 ← (·)
. Testing data
2:
T D ← (·)
. Training data 2:
3:
Choose random P
3:
Choose random P
4:
C ← ORACLE(P )
4:
C ← CIPHER(P )
5:
for i = 0; i ≤ t − 1; i ← i + 1 do
5:
for i = 0; i ≤ t − 1; i ← i + 1 do
6:
Pi ← P ⊕ δi
6:
Pi ← P ⊕ δ i
7:
Ci ← ORACLE(Pi )
7:
Ci ← CIPHER(Pi )
8:
Append T D0 with Ci ⊕ C
8:
Append T D with (i, Ci ⊕ C)
. Ci ⊕ C is from class i 9:
Test ML model with T D0 to get C
. C is sequence of classes by ML
9:
Repeat from Step 3 if required
0
10:
a
=
probability
that
C matches (0, 1, . . . , t − 1)
10:
Train ML model with T D
1
0
then
11:
if
a
=
a
>
11:
ML training reports accuracy a
t
12:
ORACLE = CIPHER
12:
if a > 1t then
13:
else
. a0 = 1t
13:
Proceed to Online phase
ORACLE = RANDOM
14:
else
. a = 1t 14:
15:
Repeat
from Step 3 if required
15:
Abort
Algorithm 2: Model 2 (one input difference) for differential distinguisher with machine learning
1: procedure O FFLINE PHASE (Training)
1: procedure O NLINE PHASE (Testing)
2:
T D ← (·)
. Training data 2:
T D0 ← (·)
. Testing data
3:
Choose random P0 , P1 (6= P0 ⊕ δ)
3:
Choose random P0 , P1 (6= P0 ⊕ δ)
4:
P2 = P1 ⊕ δ
4:
P2 = P1 ⊕ δ
5:
Ci ← CIPHER(Pi ), for i = 0, 1, 2
5:
Ci ← ORACLE(Pi ), for i = 0, 1, 2
6:
Append T D with:
6:
Append T D0 with C0 k C1 and C0 k C1 in order
(0, C0 k C1 ),
. C0 k C1 is from class 0 7:
Test ML model with T D0 to get C
(1, C0 k C2 )
. C0 k C2 is from class 1
. C is sequence of classes by ML
7:
Repeat from Step 3 if required
8:
a0 = probability that C matches (0, 1)
8:
Train ML model with T D
9:
if a0 = a > 21 then
9:
ML training reports accuracy a
10:
ORACLE = CIPHER
10:
if a > 12 then
11:
else
. a0 = 12
11:
Proceed to Online phase
12:
ORACLE = RANDOM
12:
else
. a = 12
13:
Repeat from Step 3 if required
13:
Abort
TABLE V: Differential trails for the round-reduced CHASKEYPERMUTATION

TABLE III: Accuracy of ML training for reduced round ASCONPERMUTATION
( A ) Mask: 1000
Rounds
1
2
3

Accuracy
0.7499
0.9847
0.9861

Rounds
Weight

( B ) Mask: 10001
Rounds
1
2
3

Accuracy
0.8749
0.9990
0.8314

( A ) KNOT-256
Accuracy
0.9508
0.8984
0.8293
0.7096
0.5912

( B ) KNOT-512
Rounds
8
9
10
11
12

2
4

3
16

4
37

5
73

6
133

7
208

8
293

Here, we apply the second model of machine learning based
differential distinguisher (described in Section II-B) on 4-round
CHASKEY-PERMUTATION. The ML model from Gohr’s [9]
is used here, except the number of epochs is set to 10.
First, we extend the 4-round differential given by the designers [18] to get a new 5-round trail presented in Table VI, which
shows the complexity for distinguishing 4-round CHASKEYPERMUTATION would be at minimum 237 input pairs. Next for
our analysis, first two inputs P0 , P1 are randomly generated.
Thereafter, we obtain two pairs of samples: P0 k P1 , and
P0 k P1 ⊕ (00008400 k 00000400 k 00000000 k 00000000).
Then we follow the methodology as described in Section II-B.
With training data size of 223 , (validation is done with 214.3
data) we observe the accuracy of ML is 0.616 for 4-round

TABLE IV: Accuracy of ML training for reduced round KNOT-256
and KNOT-512
Rounds
6
7
8
9
10

1
0

Accuracy
0.9999
0.9989
0.9824
0.8472
0.6032
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TABLE VIII: Results for architecture search with 8-round GIMLIPERMUTATION

CHASKEY-PERMUTATION.
TABLE VI: Differential
PERMUTATION
Round(s)
0
1
2
3
4
5

4v0
c0240100
00008400
80000000
80008080
10409000
42828202

trail

4v1
44202100
00000400
00000000
00000040
00542800
48540a0d

for

4v2
0c200008
00000000
00000000
00000000
08400010
0a000090

5-round

CHASKEY-

4v3
0c200000
00000000
80000000
80109080
12408210
10c0cb52

Network
MLP I
MLP II
MLP III
MLP IV
MLP V
MLP VI
MLP VII
CNN I
CNN II
LSTM I
LSTM II

Weight
–
15
2
2
18
35

TABLE VII: Accuracy of ML training on reduced round CHASKEYPERMUTATION
Rounds
0→4

Differential Probability
2−37

Architecture
128,
128,
128,
128,
128,
128,
128,
128,
128,
128,
128,

296, 258, 207, 112, 160, 2
1024, 2
1024, 1024, 2
256, 128, 64, 2
1024, 2
1024, 1024, 2
1024, 1024, 1024, 2
128, 128, 100, 2
1024, 128, 128, 100, 2
256, 128, 2
200, 100, 128, 2

Activation
Function
ReLU
ReLU
ReLU
LeakyReLU
LeakyReLU
LeakyReLU
ReLU
ReLU
ReLU
tanh/sigmoid
tanh/sigmoid

Number of
Parameters
226,633
150,658
1,200,256
90,818
150,658
1,200,256
2,249,858
128,046
604,206
444,162
313,170

Training
Time (s)
1267.39
1081.67
1162.21
510.9
934.89
1778.5
2410.1
2951.7
11503.0
50460.7
39825.9

Accuracy
0.5588
0.5569
0.5652
0.5478
0.5516
0.5509
0.5689
0.5000
0.5000
0.5316
0.5325

• CNNs are not suitable for the purpose of finding a
distinguisher. We have tried several architectures, and
the accuracy was always 0.5. This is expected result, as
CNNs are aimed at recognizing patterns in input data,
which helps in image recognition or natural language
processing, but does not work for cipher input where
the bits are not related in any way. In fact, we observe
distinguisher for 8-round GIMLI-PERMUTATION only
except these models.
• LSTMs perform better than CNNs, but worse than finetuned MLP. The main drawback of LSTMs was the
training speed – as they have recurrent layers, these have
high memory requirements and more computations are
required.
• MLPs provide the best accuracy, and can be tuned to train
in very fast time. Our best result is achieved by MLP
with 3 hidden layers and 1024 neurons per hidden layer
(MLP VII in Table VIII), respectively. One can notice
that in some cases we used Leaky ReLU as activation
function [23], which allows a small, positive gradient when
the unit is not active (e.g. input is negative), and therefore
is considered more “balanced.” This is an advantage for
smaller networks compared to normal ReLU, but for the
network with 1.2M parameters, its performance is slightly
worse.

Training Accuracy
0.61618899

IV. C HOICE OF M ACHINE L EARNING M ODEL
For finding a distinguisher, we opt for machine learning
techniques that can reveal the hidden structures in the data
without explicit feature selection. Our problem is treated as
a classification problem where one tries to check whether a
particular differential is inserted at the input to the (roundreduced) cipher or not. Results in this section are obtained by
taking the 8-round distinguisher of GIMLI-PERMUTATION as
the benchmark. For training, we use 218 data samples. Number
of epochs is set to 20 as for higher numbers the models tend
to overfit.
When using machine learning algorithms, one has to make
a choice on hyperparameters that would perform the best on
the given problem. These parameters are normally chosen in
an empirical way, by testing various network architectures and
following best practices. There are automated techniques to
tune the hyperparameters [21], [22]; however, these require
significant resources which can be hard to emulate. Here, we
report the outcome from the manual architecture search next.
Results in this section are obtained by using Intel Xeon Silver
4215 processor with 256 GB of RAM.
We have tried several different neural network types, including the basic MLP, Convolutional Neural Network (CNN), and
Long Short-Term Memory Network (LSTM). We have varied
the width (number of neurons per layer) and the depth (number
of layers) of these to find out the best accuracy and speed of
learning. We have also tried several different types of activation
functions.
Here, we choose our first model (Section II-A), with two
differences, δ0 = 1 and δ1 = 2 (i.e., the least significant and the
second least significant bits are flipped, respectively). The input
layer size of the model is 128 (first 128-bits are squeezed), and
the output layer size, t = 2. Our findings, which contain
several distinguishers for 8-round GIMLI-PERMUTATION
(highlighted), are stated in Table VIII. Architecture denotes
number of neurons per layer starting from the input layer.
Activation function denotes the function that was used in the
hidden layers, as the output layer always used softmax. A
summary can be given as follows:

V. C ONCLUSION AND O UTLOOK
In this work, we propose two novel methods on finding
distinguishers on symmetric key primitives by using machine
learning. Our methods work with any number (non-zero) input
differences. At the core, we use multiple differentials and
convert the problem of distinguishing CIPHER from RANDOM
into a classification problem, which is then tackled by a machine
learning technique.
Overall, we generalize the classical (all-in-one) differential
distinguisher [14], [24]. Unlike the usual differential distinguisher that relies on a rigorous observation and specifics of
the target cipher, both of our approaches are much simpler
and only rely on analyzing a set of input difference-output
difference by machine learning. Thus, we propose the first
proof of concept on how machine learning can be used as a
generic tool in symmetric key cryptanalysis.
Our methods are also efficient as they can be carried out in
around an hour by a modern computer. On the non-Markov
ciphers GIMLI [15], ASCON [16], KNOT [17] and CHASKEY
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[18], [19]; we show drastic reduction of search complexity
reported by the designers for the round-reduced versions
(typically of the order of a cube root).
A summary of advantages and limitations of our work can
be given as:
+ The attack model is simple. In terms of neural network,
our method works with as simple as a three layer neural
network.
+ For round-reduced ciphers, we show that the complexity
of differential cryptanalysis can be reduced to around
a cube root of the claimed complexity. For example,
the designers of GIMLI [15] claim the complexity of
mounting a differential distinguisher by existing modeling
methods would be at least 252 data. However we are able
to find the same with the complexity of around 217.6 data
(details can be found in Section III-A and Section IV).
+ Our work is generic, and can be applied to any symmetric
key primitive where differential cryptanalysis can be
applied. Here we target non-Markov ciphers as these are
typically more complicated to analyze.
− So far, we are not able to extend our model to cover
further rounds.
− For the time being, our model does not have a key recovery
functionality.
That being said, we would like to emphasize that our work
does not indicate the theoretical limit of the application of
machine learning in symmetric key cryptography. Future works
in this direction will likely cover more rounds with advanced
ML modelling and/or more training/testing data. As noted
in [20], new functionalities like key recovery, higher order
differential can be achieved by switching to a Support Vector
Machine (SVM)6 .
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