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Why Automation?

• All the current symmetric block ciphers have been shown

vulnerable against fault attacks (especially DFA).

• The question is not whether the algorithm is secure or not,

but which part of it is insecure.

• Automated methods can provide an answer fast and with

minimal need of human intervention.
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DFA Automation on Assembly

Implementations



Motivation

• In practice, the attack always has to be mounted on a

real-world device.

• Different implementations of the same encryption algorithm

do not necessarily share the same vulnerabilities.

• There might be an exploitable spot in the implementation

that is not visible from the cipher design.

• There are works on fault analysis of a cipher from the cipher

design level, there is no work aiming at DFA on the assembly

code level.
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DATAC – DFA Automation Tool for Assembly Code1

1J. Breier, X. Hou, Y. Liu: Fault Attacks Made Easy: Differential Fault

Analysis Automation on Assembly Code, TCHES 2018.
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Assumptions

• Known-ciphertext model and a single fault adversary.

• The implementation is available to the attacker and he can

add annotations to the assembly code for the purpose of

distinguishing different rounds, round keys, ciphertext words,

etc

• For the analysis in this work, we have chosen Atmel AVR

instruction set. However, for analyzing different instruction

sets, only the parsing subsystem of the analyzer has to be

redefined.

• The implementation is unrolled, no direct/indirect jumps.
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Assembly Program

Definition

• program: an ordered sequence of assembly instructions

F = (f0, f1, . . . , fNF−1).

• NF : the number of instructions for the program.

• For each instruction f ∈ F, we associate f with a 4-tuple
(f seq, f mn, f io , f do)

• f seq: sequence number

• f mn: mnemonic of f .

• f io : the set of input operands of f , which can be registers,

constant values or pointers to memory addresses.

• f do is the set of destination (output) operands of f , which can

be registers or pointers to memory addresses.
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Gdistance

Definition

For a pair of nodes v and u such that u is a child of v , the

Gdistance between v and u, denoted by Gdistance(v,u) is defined

to be the cardinality of the following set:

{e : e belongs to a directed path from v to u and e is non-linear}.
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Assembly Code Fex for a Sample Cipher

# Instruction # Instruction # Instruction

//round 1 5 EOR r1 r3 10 LD r3 key2+

0 LD r0 X+ 6 ANDI r0 0x0F 11 EOR r0 r2

1 LD r1 X+ 7 ANDI r1 0xF0 12 EOR r1 r3

2 LD r2 key1+ 8 OR r0 r1 //store ciphertext

3 LD r3 key1+ //round 2 13 ST x+ r0

4 EOR r0 r2 9 LD r2 key2+ 14 ST x+ r1

Example

• NFex = 15.

• f6 = ANDI r0 0x0F.

• f6 is associated with the 4−tuple (6, ANDI, {r0, 0x0F}, {r0}).
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Data Flow Graph for Fex

# Instruction

//load plaintext

0 LD r0 X+

1 LD r1 X+

//round 1

2 LD r2 key1+

3 LD r3 key1+

4 EOR r0 r2

5 EOR r1 r3

6 ANDI r0 0x0F

7 ANDI r1 0xF0

8 OR r0 r1

//round 2

9 LD r2 key2+

10 LD r3 key2+

11 EOR r0 r2

12 EOR r1 r3

//store ciphertext

13 ST x+ r0

14 ST x+ r1

load_plaintext

round_2

round_1

store_ciphertext

X+ (0)

r0 (0)

ld (0)

r1 (1)

ld (1)

r0 (4)

eor (4)

r1 (5)

eor (5)

key1+ (2)

r2 (2)

ld (2)

r3 (3)

ld (3)

eor (4) eor (5)

r0 (6)

andi (6)

r1 (7)

andi (7)

0x0F (6)

andi (6)

r0 (8)

or (8)

0xF0 (7)

andi (7)

or (8)

r1 (12)

eor (12)

r0 (11)

eor (11)

key2+ (9)

r2 (9)

ld (9)

r3 (10)

ld (10)

eor (11) eor (12)

x+ (13)

st (13)

x+ (14)

st (14)
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Example

# Instruction

0 LD r0 key0+

1 AND r1 r0

2 ST x+ r1

a b c = a & b

0 0 0

0 1 0

1 0 0

1 1 1

• f1 =AND r1 r0.

• ϑ1: a fault is injected at f1 such

that some bits in r1 are flipped

before the execution of AND.

• Suppose the first bit of r1 is

flipped.

• Observe the first bit of x+ to get

the first bit of r0, which is the first

bit of the key.

• c = a & b.

• Inject fault in b by

flipping it.

• Observe the change

in c to get the value

of a.
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Related to Key

• A node a is related to a key word node b if b is not a parent

of a and at least one of the children, say ch, of a is a child of

b with Gdistance(b, ch) = 0. The distance condition specifies

that we are only looking at nodes that are linearly related to

the key.

• a is related to a round key key if it is related to at least one

key word node of key.
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Output Criteria – Selection of Vulnerable Nodes

• minAffectedCT: minimal number of ciphertext nodes affected

by the vulnerable node;

• minDist: minimal Gdistance between the node and a

ciphertext node for at least minAffectedCT nodes;

• maxDist: maximum distance between the node and all the

ciphertext nodes;

• maxKey: the number of the round keys, counting from the last

round key, that are related to node a is at most maxKey;

• minKeyWords: there exists at least one round key such that

the number of its corresponding key word nodes related to a is

at least minKeyWords.
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Subgraph Construction

• Given GF,full = (V ,E ) node a ∈ V subgraph Ga = (Va,Ea) is

a pair such that Va ⊆ V and Ea ⊆ E .

• KNGchild: the set of key word nodes that are related to a.

• depth: user input.

• Va =
(⋃depth

i=0 Ui

)⋃(⋃4
j=1 Vj

)

• U0 = {b : a, b ∈ f io}
• Ui = {b : b ∈ f io s.t. v ∈ f do for some v ∈ Ui−1}
• V1 = {b : b is a child of a}
• V2 = {k : k is a round key that is related to a}
• V3 = {b : b is a key word node for a key k ∈ V2}
• V4 = {b : b is a child of a node v ∈
KNGchild and b is a parent of a child of a}.
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Subgraph Example

r0 (6)

r0 (8)

or (8)

r1 (7)

or (8)

r0 (11)

eor (11)

x+ (13)

st (13)

r2 (9)

eor (11)

key2+ (9)

ld (9)

r3 (10)

ld (10)

r0 (6)

r0 (8)

or (8)

r0 (4)

andi (6)

0x0F (6)

andi (6)

r1 (5)

r1 (7)

andi (7)

0xF0 (7)

andi (7)

or (8)

r0 (11)

eor (11)

x+ (13)

st (13)

r2 (9)

eor (11)

key2+ (9)

ld (9)

r3 (10)

ld (10)

(a) (b)

Subgraphs for node “r0 (6)” with depth (a) 0 and (b) 1, output

criteria (minAffectedCT, minDist, maxDist, maxKey,

minKeyWords)= (1, 1, 1, 1, 1) 14



Construction of equations from assembly instructions

Instruction Equation

ADD r2 r3 carry | r2 = r2 + r3

ADC r2 r3 carry | r2 = r2 + r3 + carry

EOR r2 r3 r2 = r2 ⊕ r3

AND r2 r3 r2 = r2 ∧ r3

OR r2 r3 r2 = r2 ∨ r3

MUL r2 r3 r1 | r0 = r2 × r3

LD/MOV/ST r2 r3 r2 = r3

ROL r2 carry | r2 = r2 | carry
LSL r2 carry | r2 = r2 | 0
LPM r2 Z r2 = TableLookUp(ZH | ZL)
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Example

“r0 (6)” = “r0 (4)” ∧ “0x0F (6)” (1)

“r1 (7)” = “r1 (5)” ∧ “0xF0 (7)” (2)

“r0 (8)” = “r0 (6)” ∨ “r1 (7)” (3)

“r2 (9)” = key2[0] (4)

“r0 (11)” = “r0 (8)”⊕ “r2 (9)” (5)

“x+ (13)” = “r0 (11)”. (6)

r0 (6)

r0 (8)

or (8)

r0 (4)

andi (6)

0x0F (6)

andi (6)

r1 (5)

r1 (7)

andi (7)

0xF0 (7)

andi (7)

or (8)

r0 (11)

eor (11)

x+ (13)

st (13)

r2 (9)

eor (11)

key2+ (9)

ld (9)

r3 (10)

ld (10)

• (1): “r0 (6)” = 0000b4b5b6b7, bj ∈ {0, 1} (j = 4, 5, 6, 7).

• (3): if we skip instruction 8, the result of (1) will be used in

instruction 11 (5) instead of the result of (3)

• (4) and (6): the instruction skip attack on instruction 8 would

result in the first four bits of key2[0] to appear as the first four

bits of the faulted ciphertext.
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Recall – PRESENT Cipher

• Block length: 64 bits

• Key length: 128 bits or 80 bits

• addRoundKey: xor with the round

key

• sBoxLayer: 4−bit SBox

• pLayer: bitwise permutation

• PRESENT-80

31x

 ciphertext

addRoundKey

plaintext

pLayer

sBoxLayer

addRoundKey
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Data Flow Graph of PRESENT – Full Version

low(plainText) (0)r26 (0)ldi (0)

high(plainText) (1)r27 (1)ldi (1)

x+ (2)

r11 (2)

ld (2)

r10 (3)

ld (3)

r9 (4)

ld (4)

r8 (5)

ld (5)
r7 (6)

ld (6)

r6 (7)

ld (7)

r5 (8) ld (8)

r4 (9)

ld (9)

r11 (20)
adc (20)

carry (20)

adc (20)

r10 (19) adc (19)

carry (19)

adc (19)

r9 (18)

add (18)
carry (18)

add (18)

r8 (21)

adc (21)

carry (21)

adc (21)

adc (21)

adc (21)

r0 (33)

mul (33)

r1 (33)

mul (33)

adc (20)

adc (20)

r0 (28)

mul (28)

r1 (28)
mul (28)

adc (19)

adc (19)

r0 (30)

mul (30)

r1 (30)

mul (30)

add (18)
add (18)

r0 (26)

mul (26)

r1 (26)

mul (26)

4 (10)totalRound (10)ldi (10)8 (11)

low(keysRAM) (12)r28 (12)ldi (12)

high(keysRAM) (13)r29 (13)ldi (13)

key1+ (14)

r12 (14)

ld (14)

r13 (15)

ld (15)

r14 (16)

ld (16)

r15 (17)

ld (17)

r12 (22)

eor (22)

r13 (23)

eor (23)

r14 (24)

eor (24)

r15 (25)

eor (25)

eor (22)

r9 (31)

eor (31)
adc (19)

adc (19)

eor (23)

adc (20) adc (20)

eor (24)

r11 (34)

eor (34)

adc (21)

adc (21)

eor (25)

r8 (36)
eor (36)

r12 (47)

adc (47)

carry (47)

adc (47)

r9 (37)

eor (37)

r13 (44)

add (44)

carry (44)

add (44)

r10 (38)

eor (38)

r14 (45)

adc (45)

carry (45)

adc (45)

r11 (39)

eor (39)
r15 (46) adc (46)

carry (46)

adc (46)

r8 (27)

movw (27)

r8 (35)
eor (35)

r10 (29)

movw (29)

r10 (32) eor (32)

eor (31)

eor (32)

eor (37)

eor (38)

eor (34)

eor (35)

eor (39)

eor (36)

add (44)

add (44)

r0 (52)

mul (52)

r1 (52)

mul (52)

adc (45)

adc (45)r0 (56)
mul (56)

r1 (56)
mul (56)

adc (46)

adc (46)

r0 (54)

mul (54)

r1 (54)

mul (54)

adc (47)

adc (47)

r0 (59)

mul (59)

r1 (59)

mul (59)

key2+ (40)

r4 (40)

ld (40)

r5 (41)ld (41)

r6 (42)

ld (42)
r7 (43)

ld (43)
r4 (48)

eor (48)

r5 (49)

eor (49)

r6 (50)
eor (50)

r7 (51)

eor (51)

eor (48)

r13 (57)eor (57)

adc (45)

adc (45)

eor (49)

adc (46)

adc (46)

eor (50)

r15 (60)

eor (60) adc (47)

adc (47)
eor (51)

r12 (62)

eor (62)

r4 (73)

adc (73)

carry (73)

adc (73)

r13 (63)

eor (63)

r5 (70)

add (70)

carry (70)

add (70)

r14 (64)

eor (64)

r6 (71)

adc (71)

carry (71) adc (71)

r15 (65)

eor (65)

r7 (72)

adc (72)

carry (72) adc (72)

r12 (53)

movw (53)

r12 (61)
eor (61)

r14 (55)

movw (55)

r14 (58)

eor (58)

eor (57)

eor (58)

eor (63)

eor (64)

eor (60)

eor (61)

eor (65)

eor (62)

add (70)
add (70)

r0 (78)

mul (78)

r1 (78)

mul (78)

adc (71)

adc (71)

r0 (82)

mul (82)

r1 (82)

mul (82)

adc (72)
adc (72)

r0 (80)

mul (80)

r1 (80)

mul (80)

adc (73)

adc (73)

r0 (85)

mul (85)

r1 (85)
mul (85)

key3+ (66)

r8 (66)

ld (66)

r9 (67)

ld (67)

r10 (68)
ld (68)

r11 (69)

ld (69)
r8 (74)

eor (74)

r9 (75)

eor (75)

r10 (76)

eor (76)

r11 (77)

eor (77)

eor (74)

r5 (83)

eor (83)

adc (71)

adc (71)
eor (75)

adc (72)
adc (72)eor (76)

r7 (86)

eor (86)

adc (73)

adc (73)

eor (77)

r4 (88)

eor (88)

r8 (99) adc (99)

carry (99)adc (99)

r5 (89)

eor (89)

r9 (96)

add (96)

carry (96)

add (96)

r6 (90)

eor (90)

r10 (97) adc (97)

carry (97)

adc (97)

r7 (91)

eor (91)

r11 (98)

adc (98)carry (98)

adc (98)

r4 (79)

movw (79)

r4 (87)

eor (87)

r6 (81)

movw (81)

r6 (84)eor (84)

eor (83)

eor (84)

eor (89)

eor (90)

eor (86)

eor (87)

eor (91)

eor (88)add (96)
add (96)

r0 (104)

mul (104)

r1 (104)

mul (104)

adc (97)
adc (97)

r0 (108)mul (108)

r1 (108)

mul (108)

adc (98)

adc (98)

r0 (106)

mul (106)

r1 (106)

mul (106)

adc (99)
adc (99)

r0 (111)

mul (111)

r1 (111)

mul (111)

key4+ (92)

r12 (92)

ld (92)
r13 (93)

ld (93)

r14 (94)

ld (94)

r15 (95)

ld (95)
r12 (100)

eor (100)

r13 (101)

eor (101)

r14 (102)

eor (102)

r15 (103)

eor (103)

eor (100)

r9 (109)

eor (109)
adc (97) adc (97)

eor (101)

adc (98)

adc (98)

eor (102)

r11 (112)

eor (112)

adc (99)

adc (99)

eor (103)

r8 (114)

eor (114)

r12 (125)

adc (125)

carry (125)

adc (125)

r9 (115)

eor (115)

r13 (122)

add (122)

carry (122)

add (122)

r10 (116)

eor (116)

r14 (123)

adc (123)

carry (123)adc (123)

r11 (117)

eor (117)

r15 (124)

adc (124)

carry (124)

adc (124)

r8 (105)

movw (105)r8 (113)

eor (113)

r10 (107)
movw (107)

r10 (110)

eor (110)

eor (109)

eor (110)

eor (115)

eor (116)

eor (112)

eor (113)

eor (117)

eor (114)

add (122)

add (122)

r0 (130)

mul (130)

r1 (130)

mul (130)

adc (123)

adc (123)

r0 (134)

mul (134)

r1 (134)

mul (134)

adc (124) adc (124)

r0 (132)

mul (132)

r1 (132)

mul (132)

adc (125)

adc (125)

r0 (137)

mul (137)

r1 (137)

mul (137)

key5+ (118)

r4 (118)

ld (118)

r5 (119)

ld (119)

r6 (120)

ld (120)

r7 (121)

ld (121)

r4 (126)
eor (126)

r5 (127)

eor (127)

r6 (128)

eor (128)

r7 (129)
eor (129)

eor (126)

r13 (135)
eor (135)

adc (123)

adc (123)

eor (127)

adc (124)
adc (124)

eor (128)

r15 (138)
eor (138) adc (125)

adc (125)
eor (129)

r12 (140)

eor (140)

r4 (151)

adc (151) carry (151)

adc (151)r13 (141)

eor (141)

r5 (148)
add (148)

carry (148)
add (148)

r14 (142)

eor (142)

r6 (149)

adc (149)

carry (149)

adc (149)

r15 (143)

eor (143)

r7 (150)

adc (150)

carry (150)

adc (150)

r12 (131)

movw (131)

r12 (139)

eor (139)

r14 (133)

movw (133)

r14 (136)

eor (136)

eor (135)

eor (136)

eor (141)

eor (142)

eor (138)

eor (139)

eor (143)

eor (140)

add (148)

add (148)

r0 (156)

mul (156)

r1 (156)

mul (156)

adc (149)
adc (149)

r0 (160)

mul (160)

r1 (160)

mul (160)

adc (150)
adc (150)

r0 (158)

mul (158)
r1 (158)

mul (158)

adc (151)

adc (151)

r0 (163)mul (163)

r1 (163)

mul (163)

key6+ (144)

r8 (144)

ld (144)

r9 (145)

ld (145) r10 (146)

ld (146)
r11 (147)

ld (147)

r8 (152)

eor (152)

r9 (153)

eor (153) r10 (154)

eor (154)

r11 (155)

eor (155)

eor (152)

r5 (161)
eor (161)

adc (149)

adc (149)

eor (153)

adc (150)
adc (150)

eor (154)

r7 (164)

eor (164) adc (151)

adc (151)

eor (155)

r4 (166)

eor (166)

r8 (177)

adc (177)
carry (177)

adc (177)

r5 (167)

eor (167)

r9 (174)

add (174)

carry (174)

add (174)

r6 (168)

eor (168)

r10 (175)

adc (175)

carry (175)

adc (175)

r7 (169)

eor (169)

r11 (176)

adc (176)

carry (176)

adc (176)

r4 (157)
movw (157)

r4 (165)

eor (165)

r6 (159)
movw (159)

r6 (162)

eor (162)

eor (161)

eor (162)

eor (167)

eor (168)

eor (164)

eor (165)

eor (169)

eor (166)

add (174)

add (174)

r0 (182)

mul (182)

r1 (182)

mul (182)

adc (175)

adc (175)

r0 (186)

mul (186)

r1 (186)

mul (186)

adc (176)

adc (176)

r0 (184)

mul (184)

r1 (184)mul (184)

adc (177)

adc (177)

r0 (189)

mul (189)

r1 (189)

mul (189)

key7+ (170)

r12 (170)
ld (170)

r13 (171)

ld (171)

r14 (172)

ld (172)

r15 (173)

ld (173)

r12 (178)

eor (178)

r13 (179)

eor (179)

r14 (180)

eor (180)

r15 (181)

eor (181)

eor (178)

r9 (187)

eor (187)

adc (175)

adc (175)

eor (179)

adc (176)

adc (176)

eor (180)

r11 (190)

eor (190)

adc (177)

adc (177)

eor (181)

r8 (192)

eor (192)

r12 (203)

adc (203)

carry (203)

adc (203)

r9 (193)

eor (193)

r13 (200)

add (200)

carry (200)

add (200)r10 (194)

eor (194)

r14 (201)

adc (201)

carry (201)

adc (201)

r11 (195)

eor (195)

r15 (202)

adc (202)carry (202)

adc (202)

r8 (183) movw (183)

r8 (191)

eor (191)

r10 (185)

movw (185)

r10 (188)
eor (188)

eor (187)

eor (188)

eor (193)

eor (194)

eor (190)

eor (191)

eor (195)

eor (192)

add (200)

add (200)

r0 (208)

mul (208)

r1 (208)

mul (208)

adc (201)

adc (201)

r0 (212)

mul (212)

r1 (212)

mul (212)

adc (202)

adc (202)

r0 (210)

mul (210)

r1 (210)

mul (210)

adc (203)

adc (203)

r0 (215)
mul (215)

r1 (215)
mul (215)

key8+ (196)

r4 (196)

ld (196)

r5 (197)

ld (197)

r6 (198)

ld (198)

r7 (199)

ld (199)

r4 (204)

eor (204)

r5 (205)

eor (205)

r6 (206)

eor (206)

r7 (207)

eor (207)

eor (204)

r13 (213)

eor (213)

adc (201)

adc (201)

eor (205)

adc (202)

adc (202)

eor (206)

r15 (216)

eor (216)
adc (203)

adc (203)

eor (207)
r12 (218)

eor (218)

r4 (229)

adc (229)

carry (229)

adc (229)

r13 (219)

eor (219)

r5 (226)

add (226)

carry (226)

add (226)

r14 (220)

eor (220)

r6 (227)

adc (227)
carry (227)

adc (227)

r15 (221)

eor (221)

r7 (228)

adc (228)

carry (228)

adc (228)

r12 (209)

movw (209)

r12 (217)
eor (217)

r14 (211)

movw (211)

r14 (214)eor (214)

eor (213)

eor (214)

eor (219)

eor (220)

eor (216)

eor (217)

eor (221)

eor (218)

add (226)

add (226)

r0 (234)

mul (234)

r1 (234)

mul (234)

adc (227)

adc (227)

r0 (238)
mul (238)

r1 (238)

mul (238)

adc (228)

adc (228)

r0 (236)

mul (236)

r1 (236)

mul (236)

adc (229)

adc (229)r0 (241)

mul (241)

r1 (241)

mul (241)

key9+ (222)

r8 (222)

ld (222)

r9 (223)

ld (223)

r10 (224)

ld (224)

r11 (225)

ld (225)

r8 (230)

eor (230)

r9 (231)

eor (231)

r10 (232)
eor (232)

r11 (233)

eor (233)

eor (230)

r5 (239)

eor (239) adc (227)

adc (227)

eor (231)

adc (228)
adc (228)

eor (232)

r7 (242)

eor (242)

adc (229)

adc (229)eor (233)

r4 (244)

eor (244)r8 (255)

adc (255)

carry (255)

adc (255)

r5 (245)

eor (245)

r9 (252)

add (252)

carry (252)

add (252)

r6 (246)

eor (246)

r10 (253)

adc (253)

carry (253)
adc (253)

r7 (247)

eor (247)

r11 (254)

adc (254)

carry (254)

adc (254)

r4 (235)

movw (235)

r4 (243)

eor (243)

r6 (237)

movw (237)
r6 (240)

eor (240)

eor (239)

eor (240)

eor (245)

eor (246)

eor (242)

eor (243)

eor (247)

eor (244)

add (252)

add (252)

r0 (260)

mul (260)

r1 (260)

mul (260)

adc (253)

adc (253)

r0 (264)

mul (264)

r1 (264)

mul (264)

adc (254)

adc (254)

r0 (262)

mul (262)
r1 (262)

mul (262)

adc (255)

adc (255)

r0 (267)
mul (267)

r1 (267)

mul (267)

key10+ (248)

r12 (248)

ld (248)

r13 (249)

ld (249)

r14 (250)

ld (250)
r15 (251)

ld (251)

r12 (256)

eor (256)

r13 (257)

eor (257)

r14 (258)

eor (258)

r15 (259)

eor (259)

eor (256)

r9 (265)eor (265)

adc (253)

adc (253)

eor (257)

adc (254)

adc (254)

eor (258)

r11 (268)

eor (268) adc (255)
adc (255)

eor (259)

r8 (270)

eor (270)

r12 (281)

adc (281)

carry (281)

adc (281)

r9 (271)

eor (271)

r13 (278)

add (278)

carry (278)

add (278)

r10 (272)

eor (272)

r14 (279)
adc (279)

carry (279)

adc (279)

r11 (273)

eor (273)

r15 (280)

adc (280)

carry (280)

adc (280)

r8 (261)

movw (261)r8 (269)

eor (269)

r10 (263)
movw (263)

r10 (266)

eor (266)

eor (265)

eor (266)

eor (271)

eor (272)

eor (268)

eor (269)

eor (273)

eor (270)

add (278)

add (278)

r0 (286)

mul (286)

r1 (286)

mul (286)

adc (279)

adc (279)

r0 (290)

mul (290)

r1 (290)

mul (290)

adc (280)

adc (280)

r0 (288)
mul (288)

r1 (288)

mul (288)

adc (281)

adc (281)
r0 (293)

mul (293)

r1 (293)

mul (293)

key11+ (274)

r4 (274)
ld (274)

r5 (275)

ld (275)

r6 (276)

ld (276)

r7 (277)

ld (277)

r4 (282)

eor (282)

r5 (283)

eor (283)

r6 (284)

eor (284)

r7 (285)

eor (285)

eor (282)

r13 (291)

eor (291)

adc (279)

adc (279)
eor (283)

adc (280)

adc (280)

eor (284)

r15 (294)

eor (294)
adc (281)

adc (281)

eor (285)

r12 (296)

eor (296)

r4 (307)

adc (307)

carry (307)

adc (307)

r13 (297)

eor (297)

r5 (304)

add (304)

carry (304)

add (304)

r14 (298)
eor (298)

r6 (305)

adc (305)

carry (305)
adc (305)

r15 (299) eor (299)
r7 (306)

adc (306)

carry (306)

adc (306)

r12 (287)

movw (287)r12 (295)
eor (295)

r14 (289)
movw (289)

r14 (292)

eor (292)

eor (291)

eor (292)

eor (297)

eor (298)

eor (294)

eor (295)

eor (299)

eor (296)

add (304)

add (304)

r0 (312)

mul (312)

r1 (312)

mul (312)

adc (305)

adc (305)

r0 (316)

mul (316)

r1 (316)mul (316)

adc (306)

adc (306)

r0 (314)

mul (314)

r1 (314)

mul (314)

adc (307)

adc (307)

r0 (319)

mul (319)

r1 (319)

mul (319)

key12+ (300)

r8 (300)

ld (300)

r9 (301)

ld (301)

r10 (302)
ld (302)

r11 (303)
ld (303)

r8 (308)
eor (308)

r9 (309)

eor (309)

r10 (310)

eor (310)

r11 (311)

eor (311)

eor (308)

r5 (317)

eor (317)

adc (305)

adc (305)

eor (309)

adc (306)

adc (306)

eor (310)

r7 (320)

eor (320)

adc (307)

adc (307)

eor (311)

r4 (322)eor (322)

r8 (333)
adc (333)

carry (333)

adc (333)

r5 (323)

eor (323)

r9 (330)

add (330)
carry (330)

add (330)

r6 (324)

eor (324)

r10 (331)

adc (331)

carry (331)

adc (331)

r7 (325)

eor (325)

r11 (332)

adc (332)

carry (332)

adc (332)

r4 (313)

movw (313)

r4 (321)

eor (321)

r6 (315)
movw (315)

r6 (318)

eor (318)

eor (317)

eor (318)

eor (323)

eor (324)

eor (320)

eor (321)

eor (325)

eor (322)

add (330)

add (330)

r0 (338)

mul (338)

r1 (338)

mul (338)

adc (331)

adc (331)

r0 (342)

mul (342)

r1 (342)

mul (342)

adc (332)

adc (332)

r0 (340)

mul (340)r1 (340)

mul (340)

adc (333)

adc (333)

r0 (345)mul (345)

r1 (345)

mul (345)

key13+ (326)

r12 (326)

ld (326)

r13 (327)

ld (327)
r14 (328)

ld (328)

r15 (329)

ld (329)

r12 (334)

eor (334)

r13 (335)
eor (335)

r14 (336)

eor (336)

r15 (337)

eor (337)

eor (334)

r9 (343)

eor (343) adc (331)

adc (331)eor (335)

adc (332)

adc (332)

eor (336)

r11 (346)

eor (346)

adc (333)

adc (333)

eor (337)

r8 (348)

eor (348)

r12 (359)

adc (359)

carry (359)
adc (359)

r9 (349)

eor (349)

r13 (356)

add (356)

carry (356)

add (356)

r10 (350)

eor (350)

r14 (357)

adc (357)

carry (357)

adc (357)

r11 (351)

eor (351)

r15 (358)

adc (358)

carry (358)

adc (358)

r8 (339)

movw (339)
r8 (347)

eor (347)

r10 (341)

movw (341)
r10 (344)

eor (344)

eor (343)

eor (344)

eor (349)

eor (350)

eor (346)

eor (347)

eor (351)

eor (348)

add (356)

add (356)

r0 (364)

mul (364)

r1 (364)

mul (364)

adc (357)

adc (357)

r0 (368)
mul (368)

r1 (368)

mul (368)

adc (358)

adc (358)

r0 (366)

mul (366)r1 (366)

mul (366)

adc (359)

adc (359)r0 (371)

mul (371)

r1 (371)

mul (371)

key14+ (352)

r4 (352)

ld (352)

r5 (353)

ld (353)

r6 (354)

ld (354)

r7 (355)

ld (355)
r4 (360)

eor (360)

r5 (361)

eor (361)

r6 (362)

eor (362)r7 (363)

eor (363)

eor (360)

r13 (369)

eor (369)

adc (357)

adc (357)
eor (361)

adc (358)

adc (358)

eor (362)

r15 (372)

eor (372)

adc (359)

adc (359)

eor (363)

r12 (374)

eor (374)

r4 (385)

adc (385)

carry (385)

adc (385)

r13 (375)

eor (375)

r5 (382)

add (382)

carry (382)

add (382)

r14 (376)

eor (376)

r6 (383)

adc (383)carry (383)

adc (383)

r15 (377)

eor (377)

r7 (384)

adc (384)

carry (384)

adc (384)

r12 (365)
movw (365)

r12 (373)

eor (373)

r14 (367)
movw (367)

r14 (370)

eor (370)

eor (369)

eor (370)

eor (375)

eor (376)

eor (372)

eor (373)

eor (377)

eor (374)

add (382)

add (382)

r0 (390)

mul (390)

r1 (390)

mul (390)

adc (383)

adc (383)

r0 (394)

mul (394)

r1 (394)

mul (394)

adc (384)
adc (384)

r0 (392)

mul (392)

r1 (392)

mul (392)

adc (385) adc (385)

r0 (397)

mul (397)

r1 (397)

mul (397)

key15+ (378)

r8 (378)

ld (378)

r9 (379)

ld (379)

r10 (380)

ld (380)
r11 (381)

ld (381)

r8 (386)

eor (386)

r9 (387)

eor (387)

r10 (388)

eor (388)

r11 (389)

eor (389)

eor (386)

r5 (395)

eor (395)
adc (383)

adc (383)

eor (387)

adc (384)

adc (384)

eor (388)

r7 (398)

eor (398)

adc (385)
adc (385)

eor (389)

r4 (400)

eor (400)

r8 (411)

adc (411)

carry (411)

adc (411)

r5 (401)

eor (401)

r9 (408)

add (408)

carry (408)

add (408)

r6 (402)

eor (402)

r10 (409)

adc (409)
carry (409)

adc (409)

r7 (403)

eor (403)

r11 (410)

adc (410)

carry (410)
adc (410)

r4 (391)movw (391)

r4 (399)

eor (399)

r6 (393)
movw (393)

r6 (396)

eor (396)

eor (395)

eor (396)

eor (401)

eor (402)

eor (398)

eor (399)

eor (403)

eor (400)

add (408)

add (408)

r0 (416)

mul (416)

r1 (416)

mul (416)
adc (409)

adc (409)

r0 (420)

mul (420)

r1 (420)

mul (420)

adc (410)
adc (410)

r0 (418)

mul (418)

r1 (418)

mul (418)

adc (411)

adc (411)

r0 (423)

mul (423)

r1 (423)
mul (423)

key16+ (404)

r12 (404)

ld (404)

r13 (405) ld (405)

r14 (406)

ld (406)

r15 (407)

ld (407)

r12 (412)

eor (412)

r13 (413)

eor (413)

r14 (414)

eor (414)

r15 (415)

eor (415)

eor (412)

r9 (421)

eor (421)
adc (409)

adc (409)

eor (413)

adc (410)adc (410)

eor (414)

r11 (424)

eor (424)

adc (411)

adc (411)

eor (415)r8 (426)

eor (426)

r12 (437)

adc (437)

carry (437)

adc (437)

r9 (427)eor (427)

r13 (434)
add (434)

carry (434)

add (434)

r10 (428)

eor (428)

r14 (435)
adc (435)

carry (435)

adc (435)

r11 (429)

eor (429)

r15 (436)

adc (436)

carry (436)

adc (436)

r8 (417)
movw (417)

r8 (425)

eor (425)

r10 (419)
movw (419)

r10 (422)

eor (422)

eor (421)

eor (422)

eor (427)

eor (428)

eor (424)

eor (425)

eor (429)

eor (426)

add (434)

add (434)

r0 (442)
mul (442)

r1 (442)

mul (442)

adc (435)

adc (435)

r0 (446)

mul (446)

r1 (446)

mul (446)

adc (436)
adc (436)

r0 (444)

mul (444)

r1 (444)

mul (444)

adc (437)

adc (437)

r0 (449)
mul (449)

r1 (449)

mul (449)

key17+ (430)

r4 (430)

ld (430)

r5 (431)

ld (431)

r6 (432)

ld (432)

r7 (433)ld (433)

r4 (438)

eor (438)

r5 (439)

eor (439)

r6 (440)

eor (440)

r7 (441)

eor (441)

eor (438)

r13 (447)

eor (447)

adc (435)

adc (435)

eor (439)

adc (436) adc (436)

eor (440)

r15 (450)

eor (450)

adc (437)

adc (437)

eor (441)

r12 (452)

eor (452)

r4 (463)

adc (463)

carry (463)

adc (463)

r13 (453)

eor (453)

r5 (460)

add (460)

carry (460)

add (460)

r14 (454)

eor (454)

r6 (461)

adc (461)
carry (461)

adc (461)

r15 (455)

eor (455)

r7 (462)

adc (462)

carry (462)

adc (462)

r12 (443)

movw (443)

r12 (451)

eor (451)

r14 (445)
movw (445)

r14 (448)

eor (448)

eor (447)

eor (448)

eor (453)

eor (454)

eor (450)

eor (451)

eor (455)

eor (452)

add (460)

add (460)

r0 (468)

mul (468)
r1 (468)

mul (468)

adc (461)

adc (461)

r0 (472)

mul (472)

r1 (472)

mul (472)

adc (462)

adc (462)

r0 (470)

mul (470)
r1 (470)

mul (470)

adc (463)

adc (463)

r0 (475)

mul (475)

r1 (475)

mul (475)

key18+ (456)

r8 (456)

ld (456)

r9 (457)

ld (457)

r10 (458)
ld (458)

r11 (459)

ld (459)

r8 (464)

eor (464)

r9 (465)

eor (465)

r10 (466)

eor (466)

r11 (467)

eor (467)

eor (464)

r5 (473)
eor (473)

adc (461)

adc (461)
eor (465)

adc (462)

adc (462)

eor (466)

r7 (476)

eor (476)

adc (463)

adc (463)

eor (467)

r4 (478)

eor (478)

r8 (489)

adc (489)

carry (489)

adc (489)

r5 (479)

eor (479)

r9 (486)

add (486)

carry (486)add (486)

r6 (480)
eor (480)

r10 (487)

adc (487)
carry (487)

adc (487)

r7 (481)

eor (481)

r11 (488)

adc (488) carry (488)

adc (488)

r4 (469)

movw (469)r4 (477)
eor (477)

r6 (471)
movw (471)

r6 (474)

eor (474)

eor (473)

eor (474)

eor (479)

eor (480)

eor (476)

eor (477)

eor (481)

eor (478)

add (486)

add (486)

r0 (494)

mul (494)
r1 (494)

mul (494)

adc (487)

adc (487)

r0 (498)

mul (498)

r1 (498)

mul (498)

adc (488)
adc (488)

r0 (496)

mul (496)

r1 (496)

mul (496)

adc (489)adc (489)

r0 (501)mul (501)

r1 (501)

mul (501)
key19+ (482)

r12 (482)

ld (482)

r13 (483)

ld (483)

r14 (484)
ld (484)

r15 (485)

ld (485)

r12 (490)

eor (490)

r13 (491)

eor (491)

r14 (492)

eor (492)

r15 (493)

eor (493)

eor (490)

r9 (499)

eor (499)

adc (487)

adc (487)

eor (491)

adc (488)

adc (488)
eor (492)

r11 (502)

eor (502)

adc (489)
adc (489)

eor (493)

r8 (504)

eor (504)

r12 (515)

adc (515)

carry (515)

adc (515)

r9 (505)

eor (505)

r13 (512)

add (512)

carry (512)

add (512)

r10 (506)

eor (506)

r14 (513)

adc (513)
carry (513)

adc (513)
r11 (507)

eor (507)r15 (514)

adc (514)

carry (514)

adc (514)

r8 (495)

movw (495)

r8 (503)

eor (503)

r10 (497)

movw (497)

r10 (500)

eor (500)

eor (499)

eor (500)

eor (505)

eor (506)

eor (502)

eor (503)

eor (507)

eor (504)

add (512)

add (512)

r0 (520)

mul (520)

r1 (520)

mul (520)

adc (513)

adc (513)

r0 (524)

mul (524)

r1 (524)

mul (524)

adc (514) adc (514)

r0 (522)

mul (522)

r1 (522)

mul (522)

adc (515)

adc (515)

r0 (527)

mul (527)

r1 (527)

mul (527)

key20+ (508)

r4 (508)

ld (508)

r5 (509)

ld (509)

r6 (510)

ld (510)

r7 (511)

ld (511) r4 (516)

eor (516)

r5 (517)

eor (517)

r6 (518)

eor (518)

r7 (519)
eor (519)

eor (516)

r13 (525)

eor (525)

adc (513)

adc (513)

eor (517)

adc (514)
adc (514)eor (518)

r15 (528)

eor (528)

adc (515)

adc (515)

eor (519)

r12 (530)

eor (530)

r4 (541)

adc (541)

carry (541)

adc (541)

r13 (531)

eor (531)

r5 (538)

add (538)

carry (538)
add (538)

r14 (532)
eor (532)

r6 (539)

adc (539)

carry (539)

adc (539)

r15 (533)

eor (533)

r7 (540)

adc (540)carry (540)

adc (540)

r12 (521)
movw (521)

r12 (529)

eor (529)

r14 (523)

movw (523)

r14 (526)

eor (526)

eor (525)

eor (526)

eor (531)

eor (532)

eor (528)

eor (529)

eor (533)

eor (530)

add (538)

add (538)

r0 (546)

mul (546)

r1 (546)

mul (546)

adc (539)

adc (539)

r0 (550)mul (550)

r1 (550)

mul (550)

adc (540)

adc (540)

r0 (548)

mul (548)

r1 (548)
mul (548)

adc (541)

adc (541)
r0 (553)

mul (553)

r1 (553)
mul (553)

key21+ (534)

r8 (534)

ld (534)

r9 (535)
ld (535)

r10 (536)

ld (536)

r11 (537)

ld (537)
r8 (542)

eor (542)

r9 (543)

eor (543)

r10 (544)

eor (544)r11 (545)

eor (545)eor (542)

r5 (551)

eor (551) adc (539)

adc (539)

eor (543)

adc (540)

adc (540)

eor (544)

r7 (554)

eor (554)

adc (541)

adc (541)

eor (545)

r4 (556)

eor (556)

r8 (567)

adc (567)

carry (567)

adc (567)

r5 (557)

eor (557)

r9 (564)

add (564)

carry (564)
add (564)

r6 (558)

eor (558)

r10 (565)

adc (565)
carry (565)

adc (565)

r7 (559)

eor (559)

r11 (566)

adc (566)

carry (566)

adc (566)

r4 (547)

movw (547)

r4 (555)

eor (555)

r6 (549)

movw (549)

r6 (552)
eor (552)

eor (551)

eor (552)

eor (557)

eor (558)

eor (554)

eor (555)

eor (559)

eor (556)

add (564)

add (564)

r0 (572)
mul (572)

r1 (572)

mul (572)

adc (565)

adc (565)

r0 (576)

mul (576)

r1 (576)

mul (576)

adc (566)
adc (566)

r0 (574)

mul (574)

r1 (574)

mul (574)

adc (567)

adc (567)

r0 (579)

mul (579)

r1 (579)

mul (579)

key22+ (560)

r12 (560)

ld (560)
r13 (561)

ld (561)

r14 (562)

ld (562)

r15 (563)

ld (563)

r12 (568)

eor (568)

r13 (569)

eor (569)

r14 (570)

eor (570)

r15 (571)eor (571)

eor (568)

r9 (577)

eor (577)

adc (565)

adc (565)eor (569)

adc (566)
adc (566)

eor (570)

r11 (580)

eor (580)
adc (567)

adc (567)eor (571)

r8 (582)
eor (582)

x+ (589)
st (589)

r9 (583)

eor (583)

x+ (588)
st (588)

r10 (584)

eor (584)
x+ (587)

st (587)

r11 (585)

eor (585)

x+ (586)

st (586)

r8 (573)

movw (573)

r8 (581)

eor (581)

r10 (575)
movw (575)

r10 (578)

eor (578)

eor (577)

eor (578)

eor (583)

eor (584)

eor (580)

eor (581)

eor (585)

eor (582)

x+ (593)
st (593)

x+ (592)

st (592)

x+ (591)
st (591)

x+ (590)

st (590)
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New Attack found on PRESENT-80

• We chose a speed-optimized assembly implementation for

8-bit AVR publicly available on GitHub2.

• output criteria: (minAffectedCT, minDist, maxDist,

maxKey, minKeyWords)= (1, 1, 1, 1, 1).

• Recover the last round key by 16 fault injections.

• Implementation specific.

• Existing DFA on PRESENT exploit Sbox look up which

requires the analysis of the whole Sbox table.

• Our new attack exploits OR operation which only requires the

analysis of a simple truth table.

2https://github.com/kostaspap88/PRESENT_speed_implementation
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New Attack found on PRESENT-80

r23 (4546)

r22 (4547)

or (4547)

r22 (4529)

r22 (4538)

or (4538)

r23 (4537)

or (4538)

r23 (4545)

andi (4546)

0x03 (4244)

andi (4546)

or (4547)

r1 (4656)

eor (4656)

x+ (4664)

st (4664)

r1 (4648)

eor (4656)

key32+ (4647)

ldi (4648)

r0 (4647)

ldi (4647)

r2 (4649)

ldi (4649)

r3 (4650)

ldi (4650)

r4 (4651)

ldi (4651)

r5 (4652)

ldi (4652)

r6 (4653)

ldi (4653)

r7 (4654)

ldi (4654)
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New Attack found on PRESENT-80

r22 (4538)

r22 (4547)

or (4547)

r22 (4529)

or (4538)

r23 (4537)

or (4538)

r23 (4545)

r23 (4546)

andi (4546)

0x03 (4244)

andi (4546)

r22 (4520)

or (4529)

r23 (4528)

or (4529)

r23 (4536)

andi (4537)

0x0C (4235)

andi (4537)

ZH (4539)

lpm (4545)

ZL (4544)

lpm (4545)

r22 (4519)

andi (4520)

0xC0 (4219)

andi (4520)

r23 (4527)

andi (4528)

0x30 (4226)

andi (4528)

ZH (4530)

lpm (4536)

ZL (4535)

lpm (4536)

0x09 (4241)

ldi (4539)

r7 (4513)

mov (4544)

or (4547)

r1 (4656)

eor (4656)

x+ (4664)

st (4664)

r1 (4648)

eor (4656)

key32+ (4647)

ldi (4648)

r0 (4647)

ldi (4647)

r2 (4649)

ldi (4649)

r3 (4650)

ldi (4650)

r4 (4651)

ldi (4651)

r5 (4652)

ldi (4652)

r6 (4653)

ldi (4653)

r7 (4654)

ldi (4654)
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Scalability of DATAC tested on AES with different number of

rounds

# of rounds of AES 1 10 30 50

# of nodes 281 2,060 6,300 10,540

# of edges 415 3,209 9,909 16,609

# of instructions 259 1,901 5,801 9,701

Time (s) 0.07 0.87 5.11 38.89

Average time per round (s) 0.07 0.09 0.17 0.78

Memory (MB) 3 19 170 500

Data collected on laptop computer with mobile Intel Haswell

family CORE i7 processor, 8 GB RAM
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Conclusion

• Proposed a methodology capable of finding spots vulnerable to

DFA in software implementations of cryptographic algorithms.

• Created DATAC, which takes an assembly implementation and

a user-specified output criteria as an input.

• DATAC outputs subgraphs for vulnerable nodes in the code,

together with equations that can be directly used for DFA on

the cipher implementation.

• New attacks on PRESENT-80, exploiting

implementation-specific weaknesses.

• DATAC is scalable and can analyze current algorithms

efficiently.
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Automated Evaluation of Software

Encoding Countermeasures



Motivation

• Encoding countermeasures are a subclass of redundancy-based

countermeasures.

• If operations are calculated using table look-up, they can offer

a solid protection against fault attacks3.

• It is necessary to check the robustness of the selected code

and also of the implementation that is used.

• Automated method presented in this part deals with the

evaluation of the implementation.

3J. Breier, D. Jap, S. Bhasin. The other side of the coin: Analyzing software

encoding schemes against fault injection attacks, HOST’16.
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Binary Codes

A binary code, denoted by C, is a subset of the n−dimensional

vector space over F2-Fn
2, where n is called the length of the code C.

Take two codewords c , c ′ ∈ C, the Hamming distance between c
and c ′, denoted by dis (c , c ′), is defined to be the number of

places at which c and c ′ differ.

Furthermore, for a binary code C, the (minimum) distance of C,

denoted by dis (C), is

dis (C) = min{dis
(
c , c ′

)
: c , c ′ ∈ C, c 6= c ′}.
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From Codes to Anticodes

Definition

A binary anticode is an array of binary digits with n rows and M

columns, constructed so that the maximum Hamming distance

between any pair of rows is less than or equal to a certain value δ.

This value δ is the maximum distance of the anticode4.

Definition

Let C be an (n,M, d)−binary code, if furthermore

max
c,c ′∈C

dis
(
c , c ′

)
= δ,

where d ≤ δ ≤ n, then C is called an (n,M, d , δ)−binary anticode.

Furthermore, d (resp. δ) is called the minimum distance (resp.

maximum distance) of C.
4P. G. Farrell. Linear binary anticodes, Electronic Letters, vol. 6 no. 13, 1970.
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Overview of a Generalized Encoding Scheme

P

κ

EncoderC(P )

EncoderC(κ)

E ϕC(E)
(
EncoderC(P ), EncoderC(κ)

)
Msg

DecoderC

Msg

κ

EncoderC(Msg)

EncoderC(κ)

D ϕC(D)
(
EncoderC(Msg), EncoderC(κ)

)
P

DecoderC

• Inputs are encoded based on the scheme.

• Operations are done on encoded data.

• Final output is decoded.
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Types of Faults

• Safe fault – detected by the scheme, unable to be exploited

by the DFA.

• Exploitable fault – undetected fault, resulting to an output

that can be expoited by the DFA.

Definition (Safe and exploitable faults)

For a fixed plaintext P ∈ P and a key κ ∈ K, a fault %1 on F1 is

safe if %
(
F1

)
(κ,P) =⊥ or E (κ,P) and it is exploitable otherwise.

Similarly, a fault %2 on F2 is safe if %
(
F2

)
(κ,P) =⊥ or D(κ,P)

and it is exploitable otherwise.
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Anticode Generation Algorithm

29



Automated Analyzer
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Software Implementation Evaluation Algorithm
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Case Study on PRESENT-80

• sBoxLayer and pLayer can be implemented as 4 identical

blocks of 16 bits.

• For look-up tables, these two layers can be combined for more

efficient implementation.
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Overview of Combined Layer

EncoderC  ( )c0 c1 c2 c3

cs00 0 )

cs1 )0 0
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EncoderC  (
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EncoderC  (
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ds00 00 )
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ds2 )0 0 0
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EncoderC  (

EncoderC  (

EncoderC  (

EncoderC  (

a0 a1 a2 a3EncoderC  ( )
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EncoderC  (

EncoderC  (

EncoderC  (
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EncoderC  (
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~

~
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Evaluation Results: n = 8
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Figure 1: Simulated results for anticodes with n = 8, d = 2, 3.
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Evaluation Results: n = 10
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Figure 2: Simulated results for anticodes with n = 10, d = 2.
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Encoded Implementation Overheads

• Timing overheads are reasonable – as low as 26.1% compared

to fastest non-bitsliced PRESENT implementation on AVR (9

424 cycles vs. 8 721).

• Memory overheads are high – optimized implementation needs

one xor table and 8 shifting table, resulting to 81,920 bytes of

memory.

Operation Type Code Length Required Memory (B)

Unary (Sbox, shifts)
≤ 8 2,048

≤ 16 524,288

Binary (XOR, AND, modular addition)
≤ 8 65,536

≤ 16 33,554,432
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Conclusion



Conclusion

• Two automated methods were presented – one for analyzing

unprotected implementation to find an attack, the other for

analyzing implementation protected by encoding to evaluate

robustness.

• Automated methods are standard in software engineering,

especially in vulnerability analysis.

• There are only a few works to automate either SCA or FIA.

• As shown in the previous slides, it is a promising area with

practical impact.
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Thank you!
Any questions?

Web: http://jbreier.com

E-mail: jbreier@ntu.edu.sg
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